ezeees
SEGGER

WWWw.Segger.com

EmbITeK



emSecure& (& ? It simply works RZd311]s] 114

;yg”//g }anb\nIEb— l\'jI/I/

L a7 F—CRDEFI T

" TP TZFvIE. DB ENEREZFERTIESES AT LTI,

ﬁé&% BRI IS T —FrDERKICEREIN. 2EBDORHRES T _Fv(CKD
F—DFECFERETNET,

NN SRR ZEUS T DAEFRLS, MEHEIQUTBNRS I ZFvrZ2ERI D ED
TEFXEA

emSecure-RSAZRHWET AL TJ ZF v ARk & 585

O—w same  €MSecure-RSAIC KD ST ZF v ARk
—_— HHE — ‘ emSecure @ lemSign77)LIUXA] (& RETDVBENSH DT —FEESILL. ST ZFvI7AILICEHRL
20ytes  RSAENCRYPTION F9 ., BRIREG. TE/AHash77)LTUX L (SHAL. SHA256 72 &) ZFERL TdhT —IhSHashzEm 9
AnySize TYE L BTENSIBEDET, RIS, WEEEHashEBRL T, TSI TZFriEmanEd.

DATA GENUINE

- CoMPARE HASHES emSecure-RSAZERWEST IV T ZF v ARk E585

SHA1 it # . emSecure @ [emVerify ZJILIUX L] (F. STOZFv I 7 I ZESILL. JETBDT—45 TJ71ILNSTZ
DIGITAL PUBLIC KEY COUNTERFEIT 9:'\7t ﬁ?%b\tjb\%@nﬁbiﬁ *ﬁnftjliltl(zt\ @EEL/T:L\F-—/ﬂt?ié")bi’):?h%‘:ﬁﬁb\iﬁo 5'5
S ORIGINALFILE FASH \ *ﬁnftdb- S U THashI 7 M ILAVERRESNET . 2NEBEEESIET7ILT U LZER LU TredDHashh ek S
‘ v 222 . —5 TJ7AINWENTHINEDINELELT. BIFTANDIMESELET.

emSecure-ECDSAG (T

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.



emSecure CHIGCEDdFa U URD AT <& EmbITeK
J\WF> T « RIS (CHER

Anti-Hacking ANy
Bootloader - >

EBREETOT 7 — AT TOHA A>T — RO—5 —DIREE

PRIVATE KEY

FIRMWARE 1
m SIGNATURE EERENIE I 7 —LADITTVAA—ZDOHINEBETEITEINDKLDICTDRED. T7—»A
N @ N . TV A A—=2(E emSecure TELSINEYT, MEBRIEIT7—LADT 7OREEITOLXIC
“@Eﬁg SFEN. PEFLEBRICHPAFNZERES &, CONERTELEINET,
SN I ZF v (ET7—LADI 7 EEBICRRBICREFUET,
J7—ALDITT7ES
PUBLIC KEY GENUINE FIRMWARE NHBE T 7 —LDT D7V IFT—haEEBLU., J7—LADI 7 ZEE#HITIRRDT—
SIGNED FIRMWARE h D—Q—(C%‘i?ﬂi@'o
! 55— T PO T T — NS SURRORIC T — NO—5—(2 77— AT 7%
S AN 7 e SO =FPRIEL. B BBET 7 — LA THBBENET,
SIEE __*| emSecure] ~, E —HURWES., 7TUT—2 32 (30— bO—4F—RICBEDIN. TJ7—LADITT7ZHEE
N 4 IDLEEDHDFT,

72FINYF>2TT — bO—4 —DIREE

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.



emSecure TG CEdF1 T URD AT <& EmbITeK
O0—>31%R - AME=EFRLE

Anti-cloning, ‘\ = ]

‘\ A ‘——— ’ f J .n-’.-f ;.-// 4
SINA RS —F v & TF szvmﬁ :/

e

PRIVATE KEY

FE=FBN)\—ROT7ZIE—9F BT TAREREEETERVRIDICTBIEHIC
emSecure ZFEHAUTERD/\—RIT7(CBRUEXIT ., emSecure THF—RI77Z4ER U
BRET)I\AINEAHEX T, FETOCRORETIECIZY MYEAIITENTT A b
SN, ¥roO01> hO—S—0—ED ID i E. J\— RO PEBRDEESNE—E
DF—AINI1=w MO SHEHFESNET ., CDOFT—4 L. emSecure (KD TEF— %

A 4
m—— T FRAUTCEBALASN. BAEI=wY b OTP fBIRZFEZ(EAXATY _LDOIEESNZIGFRICE
ST

PUBLIC KEY GENUINE DEVICE

NHEF—(F BEETERITSNDIT7—LDITV(CEFTFNETT, TJ7—ADIT7HETEN
D& AZY M SEBDT —IHHAIRSN. BEETRIESNET. %%b‘—iﬂlbfdb\iﬁ

m S o B EEXFEETBOEEOT 5 £ EBITHEL=Y NEIE— SN THEEE,
I emSecure] ~, uﬁ\aﬁ‘e’ — LD VIEFERTEEEULET,

& i
T — I\ T P EAHBEERT

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.

SIGNED DEVICE




emSecured1—H A Jw ~ It simply works a3l 1[=4
S TJ)VIRAPITERE, MRttt a1 U5 25EI]

=S RO LT TSY R Do — AICHIE LR
1 U5 o xR =EIR

emSecu re- RSA EE@%%E@E% 7) I/j IJ ZA I_.Ilg_irdgglnbuﬁb _Jﬁléfckf &D'{EEZ/\\J OTCL
YA (C&E

Sl -n =0 W HEEEIFTL L7 LTV X AT, RSAKDEFWRBETCREOEF1UST %=
el e m P INY  TE{R (RSA 1,024bit &RSA 160bitOfEE CRIESOEF1UF )

IS I\%z% m&/Zs ULNCPUNT ANSI-CYV—XJ1—RK | 2E017VUTc 1L
INEIR Dy N Arm Cortex / RISC-V / RX MISRA-C20120—5+>2)L—)L ARSI X
RH850 / RL78 / SH2A / AVR MRIRE - O>/\1SIKEFLL SE (T U TOfREIRX MU
PICxx / STM8 / MSP4301th

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.



SEGGERY J b x 7 DOEARGSE TSR S <> EmbITeK
)N —XDBESNEYA I TEI\— RO T 7OMeEZFEN L. HEEFIFR/A<KFIFATE DL DNE

ROM/RAM UY—X

> )N MR A O NADESH ZRIHRICHF
ROM/RAM UY—2 UL Y — REK(CHBIES

A—Y7JU5—3>
14775 —23> ROM/RAMUY—2X
14975 —3>

eI RE ARG
SEGGER RTOS/Middleware SEGGER RTOS/Middleware

SGGERY J hERXEU/N\wW I 7
(RAM) SGGERY J hFEAXEY/\v J7 (RAM)

SEGGER RTOS/Middleware SEGGER RTOS/Middleware

MPU 32bit MCU

High performance
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ECDHE-ECDSA ECDH-ECDSA ECDHE-RSA

ECDHE-ECDSA-WITH-CHACHA20-POLY1305-SHA256 ECDH-ECDSA-WITH-RC4-128-SHA ECDHE-RSA-WITH-CHACHA20-POLY1305-SHA256
ECDHE-ECDSA-WITH-3DES-EDE-CBC-SHA ECDH-ECDSA-WITH-3DES-EDE-CBC-SHA ECDHE-RSA-WITH-3DES-EDE-CBC-SHA
ECDHE-ECDSA-WITH-AES-128-CBC-SHA ECDH-ECDSA-WITH-AES-128-CBC-SHA ECDHE-RSA-WITH-AES-128-CBC-SHA
ECDHE-ECDSA-WITH-AES-128-CBCSHA256 ECDH-ECDSA-WITH-AES-128-CBC-SHA256 ECDHE-RSA-WITH-AES-128-CBC-SHA256
ECDHE-ECDSA-WITH-AES-128-CCM ECDH-ECDSA-WITH-AES-128-GCM-SHA256 ECDHE-RSA-WITH-AES-128-GCM-SHA256
ECDHE-ECDSA-WITH-AES-128-CCM-8 ECDH-ECDSA-WITH-AES-256-CBC-SHA ECDHE-RSA-WITH-AES-256-CBC-SHA
ECDHE-ECDSA-WITH-AES-128-GCMSHA256 ECDH-ECDSA-WITH-AES-256-CBC-SHA384 ECDHE-RSA-WITH-AES-256-CBC-SHA384
ECDHE-ECDSA-WITH-AES-256-CBC-SHA ECDH-ECDSA-WITH-AES-256-GCM-SHA384 ECDHE-RSA-WITH-AES-256-GCM-SHA384
ECDHE-ECDSA-WITH-AES-256-CBCSHA384 ECDH-ECDSA-WITH-ARIA-128-CBCSHA256 ECDHE-RSA-WITH-ARIA-128-CBC-SHA256
ECDHE-ECDSA-WITH-AES-256-CCM ECDH-ECDSA-WITH-ARIA-128-GCMSHA256 ECDHE-RSA-WITH-ARIA-128-GCM-SHA256
ECDHE-ECDSA-WITH-AES-256-CCM-8 ftt ECDH-ECDSA-WITH-ARIA-256-CBCSHA384 ftt ECDHE-RSA-WITH-ARIA-256-CBC-SHA384 1B
ECDH-RSA-WITH-3DES-EDE-CBC-SHA DHE-RSA-WITH-CHACHA20-POLY1305-SHA256 RSA-WITH-3DES-EDE-CBC-SHA
ECDH-RSA-WITH-AES-128-CBC-SHA DHE-RSA-WITH-3DES-EDE-CBC-SHA RSA-WITH-SEED-CBC-SHA
ECDH-RSA-WITH-AES-128-CBC-SHA256 DHE-RSA-WITH-SEED-CBC-SHA RSA-WITH-AES-128-CBC-SHA
ECDH-RSA-WITH-AES-128-GCM-SHA256 DHE-RSA-WITH-AES-128-CBC-SHA RSA-WITH-AES-128-CBC-SHA256
ECDH-RSA-WITH-AES-256-CBC-SHA DHE-RSA-WITH-AES-128-CBC-SHA256 RSA-WITH-AES-128-CCM
ECDH-RSA-WITH-AES-256-CBC-SHA384 DHE-RSA-WITH-AES-128-CCM RSA-WITH-AES-128-GCM-SHA256
ECDH-RSA-WITH-AES-256-GCM-SHA384 DHE-RSA-WITH-AES-128-CCM-8 RSA-WITH-AES-256-CBC-SHA
ECDH-RSA-WITH-ARIA-128-CBC-SHA256 DHE-RSA-WITH-AES-128-GCM-SHA256 RSA-WITH-AES-256-CBC-SHA256
ECDH-RSA-WITH-ARIA-128-GCM-SHA256 DHE-RSA-WITH-AES-256-CBC-SHA RSA-WITH-AES-256-CCM
ECDH-RSA-WITH-ARIA-256-CBC-SHA384 ftt DHE-RSA-WITH-AES-256-CBC-SHA256 fth RSA-WITH-AES-256-GCM-SHA384 fth
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T ST P

DES in ECB and CBC modes.
TDES in ECB and CBC modes with keying options 1, 2, and 3.

NXP Kinetis-CAU AES-128, AES-192, and AES-256 in ECB and CBC modes.
MD5, SHA-1, SHA-256, RNG
LPC18S / LPC43S HAL AES-128 in ECB and CBC modes.
Silicon Labs EFM32 CRYPTO SHA-1, RSA, DSA
DES in ECB and CBC modes.
STM32 CRYP TDES in ECB and CBC modes with keying options 1, 2, and 3.

AES-128, AES-192, and AES-256 in ECB and CBC modes.
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NXP Kinetis-CAUTORITE

Hardware
Performance

Software
Performance

Software Hardware

Performance | Performance Speedup

Speedup

2.17 MB/s
1.86 MB/s
1.62 MB/s
1.72 MB/s
1.52 MB/s
1.36 MB/s
1.61 MB/s
1.43 MB/s

1.29 MB/s

8.20 MB/s
6.87 MB/s
6.09 MB/s
7.91 MB/s
6.56 MB/s
5.85 MB/s
6.67 MB/s
5.77 MB/s

5.08 MB/s

x3.8

x3.7

x3.8

x4.6

x4.3

x4.3

x4.2

x4.0

x3.9

DES-ECB

DES-EDE2-ECB

DES-EDE3-ECB

DES-CBC

DES-EDE2-CBC

DES-EDE3-CBC

DES-CBC

DES-EDE2-CBC

DES-EDE3-CBC

Encrypt
Encrypt
Encrypt
Encrypt
Encrypt
Decrypt
Decrypt

Decrypt

1.05 MB/s
0.36 MB/s
0.36 MB/s
0.90 MB/s
0.34 MB/s
0.34 MB/s
0.84 MB/s
0.33 MB/s

0.33 MB/s

IN=ROTT7F7OoCSL—5Z2FHATDICLETUIBREZ AR CH LSBT ENTEET,

11.74 MB/s
11.74 MB/s
11.74 MB/s
11.84 MB/s
11.85 MB/s
11.85 MB/s
9.48 MB/s
9.48 MB/s

9.48 MB/s

x11.2

x32.6

x32.6

x13.1

x34.7

x34.7

x11.3

x28.7

x28.7
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emSecure-RSA (2048 bit key)

: *SEGGER Embedded Studio 3.35 (GCC Compiler)
Static RAM *SHA-1 algorithm configured for size optimization
«Cortex-M7 microcontroller

Sign only

Verify only

Sign and verify

emSecure-ECDSA (P-256 key)

, *SEGGER Embedded Studio 3.35 (GCC Compiler)
Static RAM Stack (P-256 key) *SHA-256 algorithm configured for size optimization
*Not using twin multiply for ECDSA verification
«Cortex-M7 microcontroller

Verification only: 9.2 KByte 0.04 KByte 2.4 KByte

Verification & Generation 10.8 KByte 0.04 KByte 6.2 KByte

12
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RSA RDAFY T CHBIFTDINFI—DT7—4

T—AD)\y I 1EZETE

N Verif
EBLEESL. J\vI1ERLR /
verification
1 kByte 512 bit 0.84 ms 0.09 ms 0.93 ms

Compute the hash of the data

SHA-1 100 kByte 512 bit 0.84 ms 7.35 ms 8.19 ms

Hash computation 12.5 MB/sec

1024 bit 2.15ms 0.09 ms 2.24 ms
Decrypt the signature and compare the hash values ]
100 kByte 1024 bit 2.15ms 7.35 ms 9.50 ms
RSA 512 bit 0.84
Signature decryption and verification :6% MS 2048 bit 7.29 ms 0.09 ms 7.38 ms
AT ReE I 100 kByte 2048 bit 7.29 ms 7.35 ms 14.64 ms

Signature decryption and verification

RSA 2048 bit - Sign
Signature decryption and verification -£7 MS
: Data size Key length Decryption and Hash computation Total time
RSA 512 bit _ : 13.95 ms verification
Signature generation and encryption )
RSA 1024 bit 1 kByte 512 bit 13.95 ms 0.09 ms 14.04 ms
: . ' 63.60 ms
Signature generation and encryption 100 kByte 512 bit 13.95 ms 7.35 ms 21.30 ms
RSA 2048 bit 362.75
Signature generation and encryption /> MS 1024 bit 63.60 ms 0.09 ms 63.69 ms
100 kByte 1024 bit 63.60 ms 7.35 ms 70.95 ms
2048 bit 362.75 ms 0.09 ms 362.84 ms
100 kByte 2048 bit 362.75 ms 7.35 ms 370.10 ms
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T—AD)\y I 1EZETE
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SHA-256 (Hash computation) 3.70 MB/sec
ECDSA P-256 (Signature verification) 67.45 ms

ECDSA P-256 (Signhature generation) 141.43 ms

Data size Signature verification Hash computation Total time

1 kByte P-256 67.45 ms 0.27 ms 67.72 ms

Verify

100 kByte P-256 67.45 ms 27.00 ms 94.45 ms

Data size Signature generation Hash computation Total time

1 kByte P-256 141.43 ms 0.27 ms 141.70 ms

Sign

100 kByte P-256 141.43 ms 27.00 ms 168.43 ms

14



emSecure ¥ - EAIE

R OT I NHOERY=17)L
m > TV TI—2 3>
m iR — REESMTAR

BT WAPI T TV —= 3 > B



emSecure - HTMLY =1 77)L CHARER =TI <& EmbITeK

HmN 17 ) eS51 2> AEARINSHREREE

emSecure-RSA
https://www.segger.com/doc/UM12002 emSecureRSA.html

& > C M % seggercom/doc/UM12002 emSecureRSAhtml * 2 O @ ¢

emSecure-ECDSA
https://www.segger.com/doc/UM12004 emSecureECDSA.html
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Drag file onto emSecure logo: Signature has been created:

1+ SEGGER amsecure V210 - Sign & Verly 7= x| 7 SEGGER amecure V210 - Sgn Vet ===
e

Drop files here to sign or verify them

EEDSign & Verify(C(d, &=K1,024Ey MERF—ZTRL—5F— (MEREAFHTE) MNMIE
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