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Implicit mode:
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SEGGER RTOS/Middleware SEGGER RTOS/Middleware

SGGERY J hERXEU/N\wW I 7
(RAM) SGGERY J hFEAXEY/\v J7 (RAM)

SEGGER RTOS/Middleware SEGGER RTOS/Middleware

MPU 32bit MCU

High performance
Cortex-A/R and more Cortex-M / RX and more

32bit MCU 16bit MCU

Low energy RL78 / MSP430 / STM8 / AVR
Cortex-M / RX and more and more
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ECDHE-ECDSA ECDH-ECDSA ECDHE-RSA

ECDHE-ECDSA-WITH-CHACHA20-POLY1305-SHA256 ECDH-ECDSA-WITH-RC4-128-SHA ECDHE-RSA-WITH-CHACHA20-POLY1305-SHA256
ECDHE-ECDSA-WITH-3DES-EDE-CBC-SHA ECDH-ECDSA-WITH-3DES-EDE-CBC-SHA ECDHE-RSA-WITH-3DES-EDE-CBC-SHA
ECDHE-ECDSA-WITH-AES-128-CBC-SHA ECDH-ECDSA-WITH-AES-128-CBC-SHA ECDHE-RSA-WITH-AES-128-CBC-SHA
ECDHE-ECDSA-WITH-AES-128-CBCSHA256 ECDH-ECDSA-WITH-AES-128-CBC-SHA256 ECDHE-RSA-WITH-AES-128-CBC-SHA256
ECDHE-ECDSA-WITH-AES-128-CCM ECDH-ECDSA-WITH-AES-128-GCM-SHA256 ECDHE-RSA-WITH-AES-128-GCM-SHA256
ECDHE-ECDSA-WITH-AES-128-CCM-8 ECDH-ECDSA-WITH-AES-256-CBC-SHA ECDHE-RSA-WITH-AES-256-CBC-SHA
ECDHE-ECDSA-WITH-AES-128-GCMSHA256 ECDH-ECDSA-WITH-AES-256-CBC-SHA384 ECDHE-RSA-WITH-AES-256-CBC-SHA384
ECDHE-ECDSA-WITH-AES-256-CBC-SHA ECDH-ECDSA-WITH-AES-256-GCM-SHA384 ECDHE-RSA-WITH-AES-256-GCM-SHA384
ECDHE-ECDSA-WITH-AES-256-CBCSHA384 ECDH-ECDSA-WITH-ARIA-128-CBCSHA256 ECDHE-RSA-WITH-ARIA-128-CBC-SHA256
ECDHE-ECDSA-WITH-AES-256-CCM ECDH-ECDSA-WITH-ARIA-128-GCMSHA256 ECDHE-RSA-WITH-ARIA-128-GCM-SHA256
ECDHE-ECDSA-WITH-AES-256-CCM-8 ftt ECDH-ECDSA-WITH-ARIA-256-CBCSHA384 ftt ECDHE-RSA-WITH-ARIA-256-CBC-SHA384 1B
ECDH-RSA-WITH-3DES-EDE-CBC-SHA DHE-RSA-WITH-CHACHA20-POLY1305-SHA256 RSA-WITH-3DES-EDE-CBC-SHA
ECDH-RSA-WITH-AES-128-CBC-SHA DHE-RSA-WITH-3DES-EDE-CBC-SHA RSA-WITH-SEED-CBC-SHA
ECDH-RSA-WITH-AES-128-CBC-SHA256 DHE-RSA-WITH-SEED-CBC-SHA RSA-WITH-AES-128-CBC-SHA
ECDH-RSA-WITH-AES-128-GCM-SHA256 DHE-RSA-WITH-AES-128-CBC-SHA RSA-WITH-AES-128-CBC-SHA256
ECDH-RSA-WITH-AES-256-CBC-SHA DHE-RSA-WITH-AES-128-CBC-SHA256 RSA-WITH-AES-128-CCM
ECDH-RSA-WITH-AES-256-CBC-SHA384 DHE-RSA-WITH-AES-128-CCM RSA-WITH-AES-128-GCM-SHA256
ECDH-RSA-WITH-AES-256-GCM-SHA384 DHE-RSA-WITH-AES-128-CCM-8 RSA-WITH-AES-256-CBC-SHA
ECDH-RSA-WITH-ARIA-128-CBC-SHA256 DHE-RSA-WITH-AES-128-GCM-SHA256 RSA-WITH-AES-256-CBC-SHA256
ECDH-RSA-WITH-ARIA-128-GCM-SHA256 DHE-RSA-WITH-AES-256-CBC-SHA RSA-WITH-AES-256-CCM
ECDH-RSA-WITH-ARIA-256-CBC-SHA384 ftt DHE-RSA-WITH-AES-256-CBC-SHA256 fth RSA-WITH-AES-256-GCM-SHA384 fth
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T ST P

DES in ECB and CBC modes.
. ‘o TDES in ECB and CBC modes with keying options 1, 2, and 3.
NXP Kinetis-CAU AES-128, AES-192, and AES-256 in ECB and CBC modes.
MD5, SHA-1, SHA-256, RNG

LPC18S / LPC43S HAL AES-128 in ECB and CBC modes.

Silicon Labs EFM32 CRYPTO SHA-1, RSA, DSA

DES in ECB and CBC modes.
ST STM32 CRYP TDES in ECB and CBC modes with keying options 1, 2, and 3.
AES-128, AES-192, and AES-256 in ECB and CBC modes.
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Hardware
Performance

Software
Performance

Software Hardware

Performance | Performance Speedup

Speedup

2.17 MB/s
1.86 MB/s
1.62 MB/s
1.72 MB/s
1.52 MB/s
1.36 MB/s
1.61 MB/s
1.43 MB/s

1.29 MB/s

8.20 MB/s
6.87 MB/s
6.09 MB/s
7.91 MB/s
6.56 MB/s
5.85 MB/s
6.67 MB/s
5.77 MB/s

5.08 MB/s

x3.8

x3.7

x3.8

x4.6

x4.3

x4.3

x4.2

x4.0

x3.9

DES-ECB

DES-EDE2-ECB

DES-EDE3-ECB

DES-CBC

DES-EDE2-CBC

DES-EDE3-CBC

DES-CBC

DES-EDE2-CBC

DES-EDE3-CBC

Encrypt
Encrypt
Encrypt
Encrypt
Encrypt
Decrypt
Decrypt

Decrypt

1.05 MB/s
0.36 MB/s
0.36 MB/s
0.90 MB/s
0.34 MB/s
0.34 MB/s
0.84 MB/s
0.33 MB/s

0.33 MB/s

IN=ROTT7F7OoCSL—5Z2FHATDICLETUIBREZ AR CH LSBT ENTEET,

11.74 MB/s
11.74 MB/s
11.74 MB/s
11.84 MB/s
11.85 MB/s
11.85 MB/s
9.48 MB/s
9.48 MB/s

9.48 MB/s

x11.2

x32.6

x32.6

x13.1

x34.7

x34.7

x11.3

x28.7

x28.7
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£ Flash

E/JMERX emSSL with the smallest single cipher suite, RSA_WITH_RC4_128_SHA, and TLS protocol version 1.2 17KByte
AR R emSSL with one single cipher suite, RSA_WITH_AES_128_CBC_SHA, and TLS protocol version 1.2 19KBvte
= BREFEALDITT TSOHT, HTTPs EEEERHIRET, Y

BB emSSL with all supported all cipher suites, all prime elliptic curves, TLS 1.0, TLS 1.1, and TLS 1.2 43KByte

1> )\AS : SEGGER Embedded Studio,/CPU:Cortex-M4,/ 7 U4 —< 3> : emNet Web server
COIEICIFH—/\—EERRE (IS ENTULVRLEe, SEIREC & (ITHIL.5KBEM Y —XANWMETY,

RSA_WITH_AES_128_CBC_SHA and TLS 1.2 ZEE(CWERIZR—FR> b
AES128 CBC
Signature verification RSA
Signature algorithm SHA with RSA
Pseudorandom function (PRF) SHA256

Message authentication code (MAC) SHA1, SHA256

{FRAMUY —X

EKRKIDES - PIVTUXLETLSARHEGS (CIKFLEF T, &/N\DT—XIZDES-RCAES R — hDE—##Ht C1.5KBLIATT,
TLSOREHIRAMBAF (I +/ N NMEETI M, & (CHESHR - SRS EDMENMELIRD, TLSRISIT—>3>7T
WHEIFRAMMMEIILE T

11



emSSL - /J\ A —Y> K IS NATCILSN < EmbITeK
W)L T X LBORFI—TFX S

Cortex-M4 (200MHz) / A&iFlash,RAMTEWER > FI—2

£HRZMT7)LT ) X L %=ER LT www.segger.com S KT www.google.com ([CERIQIER T DIEHDTLSKR IS I -3 > THE
XIP S AR— FTOXRZERFBEESENFEH A

Key algo thm Cipher Suite Key algorithr Cipher Suite algorithm| SSL time Cipher Suite algorithm| SSL time

o0 NIy - Na s Sl CO12 TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA RSA 197 ms 00D TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA RSA 194 ms 000A TLS_RSA_WITH_3DES_EDE_CBC_SHA RSA 13 ms
ECDSA by 2Nl CO13 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA RSA 195 ms COOE TLS_ECDH_RSA_WITH_AES_128_CBC_SHA RSA 186 ms 0096 TLS_RSA_WITH_SEED_CBC_SHA RSA 11 ms
ECDSA o sl C027 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 RSA 205 ms C029 TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 RSA 182 ms 002F TLS_RSA_WITH_AES_128_CBC_SHA RSA 12 ms
e NP Yy A Bl CO2F TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 RSA 198 ms C031 TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 RSA 185 ms 003C TLS_RSA_WITH_AES_128_CBC_SHA256 RSA 12 ms
(Ze/0 Y NI Y R yBll CO14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA XY NI T- YRRl COOF TLS_ECDH_RSA_WITH_AES_256_CBC_SHA RSA | 189 ms | | LR RSA 12 ms
ECDSA | 272 ms | [SERENEen e M o= ST NPT Rl C02A TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 RSA | 191 ms | e e RSA 12 ms
o0}y NP Y/ TRl CO30 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 XYW T=TR Ot C032 TLS_ECDH_RSA WITH_AES_256_GCM_SHA384 RSA 188 ms e ek RSA 12ms
o Y Rl Co/C TLS_ECDHE_RSA_WITH_ARIA_128_CBC_SHA256 RSA STV TRl CO4E TLS_ECDH_RSA_WITH_ARIA_128 CBC_SHA256 RSA HEc Y e - 005 DITESERSASWITHEAESE256ECEEESHAZSE RSA 12 ms
(01N Yo Wl CO4D TLS_ECDHE_RSA_WITH_ARIA_256_CBC_SHA384 RSA o[O3 SRl CO4F TLS_ECDH_RSA_WITH_ARIA_256_CBC_SHA384 RSA T ER 00°P TLS RSA WITHLAES 256 GCM SHA3S4 RSA 15 ms
/0]y NI Yo Wl CO61 TLS_ECDHE_RSA_WITH_ARIA_256_GCM_SHA384 RSA [y 20 Il C063 TLS_ECDH_RSA_WITH_ARIA_256_GCM_SHA384 RSA ELEY IR 001 TS ROA WITH CAMELLIA 128 CBC SHA REA 212 (i
oot NPR L ER < Coiie Rs WITH CAMELLIA 126 CBC SHA2S6 (TR RN "o _Rsa wiTH_cavELLIA 128_cBc_sHA2SS RSA 187 ms it RSA 12 ms
ECDSA | 272 ms 'Cl'ngECDHEfRSAﬁWITH?CAMELLIA?lZS?GCMfSHAZSG RSA 191 ms $ESSECDH7RSA7WITH7CAMELUAJZ&GCWSHAZ% S 192 ms | it RSA 12 ms
ECDSA | 286 ms 'CI'E;ZECDHEfRSA?WITH?CAMELLIA72567CBC75HA384 RSA 200 ms ﬁgﬁECDHfRS‘LWITHiAME'—'—IAJS@CBQSHA%“ RSA 192 ms | R RSA tems
oo s cconecos w250 con e

C08D RSA 186 ms CO7A TLS_RSA_WITH_CAMELLIA_128_GCM_SHA256 RSA 12 ms

COSD TLS_ECDHE_ECDSA_WITH_ARIA_256_GCM_SHA384 IN=enIY- NPV el 55 RSA SRV 1 S ECDH_RSA_WITH_CAMELLIA_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_CAMELLIA 256_GCM_SHA384

[}

072

C07B TLS_RSA_WITH_CAMELLIA_256_GCM_SHA384 RSA 15 ms
A m T HE_RSA_WITH_R( HA S 2 CO0C TLS_ECDH_RSA_WITH_RC4_128_SHA A m
TLS_ECDHE_ECDSA WITH CAMELLIA 128 CBC_SHA256 [RSISES PASVR SRR CO11 TLS_ECDHE_RSA_WITH_RC4_128_S RSA 00 ms = RS 185 ms

CO3C TLS_RSA_WITH_ARIA_128_CBC_SHA256 RSA 13 ms

ccas
TLS_ECDHE_ECDSA WITH_CAMELLIA 128 GCM sHA256 [RSICRIANMYZAUERN 1 s £CDHE RSA WITH_CHACHA20_POLY1305_SHA2S6 RSA 200 ms

C03D TLS_RSA_WITH_ARIA_256_CBC_SHA384 RSA 18 ms
TLS_ECDHE_ECDSA_WITH_CAMELLIA 256_CBC_SHA384 ECDSA | 277 ms
€050 TLS_RSA_WITH_ARIA_128 GCM_SHA256 RSA 14 ms
TLS_ECDHE_ECDSA_WITH_CAMELLIA 256_GCM_SHA384 ECDSA 283 ms

€051 TLS_RSA_WITH_ARIA_256_GCM_SHA384 RSA 16 ms
€007 TLS_ECDHE_ECDSA_WITH_RC4_128 SHA ECDSA 293 ms

(@] [a] (@]
=] o =]
® N ®
N w a

0004 TLS_RSA_WITH_RC4_128 MD5 RSA 13 ms

cca9
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 [IRESESSSMIPASERUE

0005 TLS_RSA_WITH_RC4_128 SHA RSA 12 ms

12
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ogErgc https://www.segger.com/doc/UM15001 emSSL.html

¢ 5 C @ = segger.com/doc/UM20001_emSSHhtml * @ O @
Contents . \ -
[ SEGGER Online Documentation ”SEGGER ¢ > C @ % seggercom/doc/UM15001_emSSLhtml B X @0 @ :

[ AppWizard User Guide & Reference Manual

[Q embOS Real-Time Operating System User Guide & Reference Manual a2y \
[ embOS-Ultra Real-Time Operating System User Guide & Reference Manual emSSH User Guide & Reference Manual [ SEGGER A> 51> REFa x>k ) SEGGER

[ emCompress-Embed User Guide & Reference Manual

B AppWizard 1—H—H+ RSEZVU T 7 LAY =a 7))L

D) emCompress-ToGo User Guide & Reference Manual

Secure Shell 0 emb0S UPILIA L ARL—F 4 >0 SRF LA A—H— AA RBLBUI 7L >R =1 7L

g ::;Z::::::‘::::::ntzjm [) embOS-Ultra Real-Time AL —F+ >4 25 1—H— N+ RBEBUITFZLER I=1 7L emSSL 1—YH—HA1 RBELVVU T PLOANRZ17)
e — Introduction to emSSH [ emCompress-Embed 1—H—H+ RELVU I 7 LAY =aT7IL

[ emFioat User Guide & Reference Manual This section presents an overview of emSSH, its structure, and its capabiltes. [ emCompressToGo 1—H—7)«f RELUU I 7 L2ZAX =TIl 2Py hSATSU,

[ emNet User Guide & Reference Manual O emCrypt I—H—H+ RELBUIT 7L A= 7IL

What is emSSH?
D) emRun User Guide & Reference Manual [ emDropbox 1—H— A RELVUIF LR =2 7L

emSecure-ECDSA User Guide & Reference Manual emsSSH is a software library that enables you to create secure connections between a client and a server, typically over the Internet using TCP/IP. . emSSL DilE
0 B emfile 1—H—H+ RELVUIT7L>ARZa 7L

[ emSecure-RSA User Guide & Reference Manual Although SSH s usually associated with secure connections to a server using TCP/IP, you can run an SSH session over any bidirectional channel, for instance a

serial line or wireless link, and provide a secure connection. [ emFloat 1—H—H« RELVU I 7L 2IAX=2T7)L ZOTOT3TTE emSSL. TOREIE. SLUHEONEEHALET.
[ emSSH User Guide & Reference Manual
[+] 1. Introduction to emSSH emSSH is both hardware independent and transport independent, and integrates seamlessly with embOS/IP. emSSH supports SSH version 2 only. [0 emNet 1T—H— A+ KBEBU TP LSRR =27)L
[+] 2. Exploring emSSH o _ emSSLE (HATIH?
141 3. Using emssH Design goals B emRun I—H—H+ REEZVUTFZ LA =Za7)L
[+] 4. Server identity § PP Rpeg— A emSSL (3, B TCP/IP ZERAL T2 -7y NEHT. 547> h&EY—)(—DmICRSRIEFEIER
[+] 5. Core API reference emSSH is designed with the following goals in mind: DRI =R U2 R=A TEBESCTBYIRITT SATSUTT,
[+] 6. Configuring emSSH « Highly modular such that unused features are never linked into the application. [ emSecure-RSA 1—H =N RELGUT7 L 2AR=2 7L o ) ) ) _ _ I
[+] 7. Configuring cryptography « Be completely runtime configurable, adding each modular feature as needed. P N S ZORZATILTE. emSSL THR— h&EN3T0RI)VERI2HIC SSL EVWSHBEZFEHRLFT. SSL &
[+] 8. OS Integration « Present a simple user-level API that is easy to use without extensive setup. B emSSH 1—4 7+ RSLBU T 7 LAY 7L Secure Sockets Layer (7t 2 D IRFETIFL DIERE(C (S Transport Layer Security F72(3 TLS & L THIS
[+] 9. Secure copy (add-on) « Easy to maintain both by SEGGER and anybody with access to the sources. [0 emSSL 1—H— A KBEBSU TP L>RR=2 7L NTWETF, TLS [CDVTET E=(C. HUEFIE SSL £EAT 3DBRAEB LD CR/IABZNELNERA
[+] 10. Resource usage + Conform to all necessary standards and current best practices. - B SSL BIFRICRIEN TS/ S, CORBEXRPERECERBCENNTVET. emssL HHTE

« Be efficient both in terms of resource usage and execution speed. [+] 1. emSSL DHFE

[+] 11. Compatibility HDEEA,.

e — A — + Target 8-bit to 32-bit processors with limited resources as well as workstations, [+] 2. emSSL DER
+] 12. Patents and export controls . - . -
o « Use the the SEGGER Cryptographic Toolkit, the foundation of all SEGGER security products. (] 3. emSSLOER SSL (23, TCP/IP ZMRLTE Web H-1 MADELAERCEIEHIF SN TNETH, SSLATIE TCP/IP (©
14, Glossary We believe all design goals are achieved by emSSH. [+] 4. APIUTFZL YR DNTRHERSNTUNERA, EM. emSSLEEATBE. SUTILERPDA VLR U 0REDRAEF v
FILETSSL TV 3 2RTLU. REMBHERMTEFT,
[ emSSL User Gide & Reference Manual [+] 5. emSSLOIEAL
Features +] 6. BES{LD S B
) emUSB-Device User Guide & Reference Manual [+] 6. Sk fﬁ% emSSL (3/\— RO T7(C6 b5 > ZR— MCBHEFE T, embOS/IP &5 —ALR(CHALET, BEEBED
emSSH is written in ANSI C and can be used on virtually any CPU. Here is a list of emSSH features: [+] 7o OSOi& 7e8H(C. emSSL (FAS FUVBRIES 2+ — MERA/T TLS /{—T3> 1.0, L1 LU 1.2 2HHK— kLT
[0 emUSB-Host User Guide & Reference Manual [+] 8. UY—ROERAE FY, SSL2 BELUSSL 3 FRETERVNT EMHBALTNBZSH. INSOTORILIEFHR—- haEnTuE
[0 emVNC User Guide & Reference Manual :S“;N;r‘ofmsg:;: code. [+] 9. RRRTSHFAR Bhe
[0 emWeb User Guide & Reference Manual « small footprint. [+] 10. BZ1ER
Runs “out-of-the-box’. = n=
i [+] 11. $SEFEmbRs E'H =
O e @ o0 B Highly compact implementation runs effortlessly on single-chip MCUs, - ﬁﬁ; BEtRR

Easy-to-understand and simple-to-use API. N ocE— sn=
emSSL (&, ROBEEZECE N THENTVET.
Simple configuration. [ emUSB-Device 1—H'—fi+ RBIUUI7Z LA =2 7L

[ 10T Toolkit User Guide & Reference Manual

[ SEGGER Assembler User Guide & Reference Manual Secure any open channel (e.g. serial line or wireless link).
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