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ECDH-RSA-WITH-AES-128-CBC-SHA256 DHE-RSA-WITH-SEED-CBC-SHA RSA-WITH-AES-128-CBC-SHA
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OpenSSH 6.6.1p1 R
Tectia Client 6.4.12.353

ecdh-sha2-nistp521
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emSSH&E®~Y_177JL [Compatibilityl Hssh Extansions
https://www.segger.com/doc/UM20001 emSSH.html#Compatibility
BOSAT7 > N T MO 7EOMIGHRZH/IES/MAC
IV X LZ/EH L TLET,

Copyright © 2023 EmbiTeK Co., Ltd. All Rights Reserved.


https://www.segger.com/doc/UM20001_emSSH.html#Compatibility

emSSH - J\— RO 77 0t35 L —9IRFI—D ISR < EmbITeK

HALA T3>

emSSH /\— RO 7770t L —%4

| St - B8bE/\— ROT TP oES L — SR CERLE

s 0

iEs - E5RRBIFICPUXA—HRHDIBES/I\— RO T 7705 L —AICHIGUE RSA
INEZSa1—)ILZEATZ A RECTVWET, VI DT 7IB(CEX T/)\— RO 7740
B9 R3FBCIDERPEENTIRE(CIADE I, emCrypt, emSSL, emSSH, emSecure

CTHIFBIEET Y,
U\—ROTFFPIESL—FETNTNORBBLCRESNTVET)

T ST P

DES in ECB and CBC modes.
. ‘o TDES in ECB and CBC modes with keying options 1, 2, and 3.
NXP Kinetis-CAU AES-128, AES-192, and AES-256 in ECB and CBC modes.
MD5, SHA-1, SHA-256, RNG

LPC18S / LPC43S HAL AES-128 in ECB and CBC modes.

Silicon Labs EFM32 CRYPTO SHA-1, RSA, DSA

DES in ECB and CBC modes.
ST STM32 CRYP TDES in ECB and CBC modes with keying options 1, 2, and 3.
AES-128, AES-192, and AES-256 in ECB and CBC modes.
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It simply works

Hardware
Performance

Software
Performance

Software Hardware

Performance | Performance Speedup

Speedup

2.17 MB/s
1.86 MB/s
1.62 MB/s
1.72 MB/s
1.52 MB/s
1.36 MB/s
1.61 MB/s
1.43 MB/s

1.29 MB/s

8.20 MB/s
6.87 MB/s
6.09 MB/s
7.91 MB/s
6.56 MB/s
5.85 MB/s
6.67 MB/s
5.77 MB/s

5.08 MB/s

x3.8

x3.7

x3.8

x4.6

x4.3

x4.3

x4.2

x4.0

x3.9

DES-ECB

DES-EDE2-ECB

DES-EDE3-ECB

DES-CBC

DES-EDE2-CBC

DES-EDE3-CBC

DES-CBC

DES-EDE2-CBC

DES-EDE3-CBC

Encrypt
Encrypt
Encrypt
Encrypt
Encrypt
Decrypt
Decrypt

Decrypt

1.05 MB/s
0.36 MB/s
0.36 MB/s
0.90 MB/s
0.34 MB/s
0.34 MB/s
0.84 MB/s
0.33 MB/s

0.33 MB/s

IN=ROTT7F7OoCSL—5Z2FHATDICLETUIBREZ AR CH LSBT ENTEET,

11.74 MB/s
11.74 MB/s
11.74 MB/s
11.84 MB/s
11.85 MB/s
11.85 MB/s
9.48 MB/s
9.48 MB/s

9.48 MB/s

x11.2

x32.6

x32.6

x13.1

x34.7

x34.7

x11.3

x28.7

x28.7
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Secure Sockets Library.

Introduction to emSSL

This section presents an overview of emSSL, its structure, and its capabilities.

What is emSSL?

emSSL is a software library that enables you to create secure connections between a dlient and a server, typically over the Internet using
TCP/IP.

In this manual we use the term SSL to indicate a protocol supported by emSSL. SSL is the original acronym for Secure Sockets Layer, which is
now more accurately known as Transport layer Security or TLS. It may seem confusing to use the old acronym SSL when talking of TLS, but
SSL is so well established that the term endures in literature and product names alike: emSSL is no different.

Although SSL is usually associated with secure connections to a website using TCP/IP, the SSL specification makes no mention of TCP/IP. In
fact, you can use emSSL to run an SSL session over any bidirectional channel, for instance a serial line or wireless link, and provide a secure
connection.

emSSL is both hardware independent and transport independent, and integrates seamlessly with embOS/IP. For interoperability, emSSL has
support for TLS versions 1.0, 1.1, and 1.2 with mandatory and extended cipher suites. Support for SSL 2 and SSL 3 is absent as these
protocols are now proven insecure.

Design goals

emSSL is designed with the following goals in mind:

Highly modular such that unused features are never linked into the application.
Be completely runtime configurable, adding each modular feature as needed.
Present a simple user-level API that is easy to use without extensive setup.

« Easy to maintain both by SEGGER and anybody with access to the sources.

« Conform to all necessary standards and current best practices.

Be efficient both in terms of resource usage and execution speed.

Target 8-bit to 32-bit processors with limited resources as well as workstations.
Provide easily-substituted cryptography for customers that require it.

[@e]

We believe all design goals are achieved by emssL.

Features

emsSSL is written in ANSI C and can be used on virtually any CPU. Here is a list of emSSL features:

« ISO/ANSI C source code.

High performance.

small footprint.

Runs “out-of-the-box".

Highly compact implementation runs effortiessly on single-chip MCUs.

Standard support for TLS versions 1.0, 1.1, and 1.2. -

CTHARFER R OJHE

Google Chromeif#2
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i ) ’ 1 [ €:> SSH_Shells.exe
o ¥
ﬁ PuTTY Configuration ,
CEITE-‘QOF)’Z 3 (c) 2015-2017 SEGGER Microcontroller GmbH & Co. KG WWW . Segger. com
=5 _ | Basi - f P _ | 4 | emSSH V2.40 - ShellS compiled Jun 5 2017 11:52:46
= Session asic options for your PUTTY session
S Ter I_.uglglng Specify the destination you want to connect to
=] Teminal
- Keyboard Host Mame (or IP address) Port 1 login as: admin
o Bell 127.0.0.1| 22 2
FE.'ETIJI'E.'S Cﬂﬂﬂedlﬂﬂt}"pe 3 Fokkokokkokkkkkk ok kdkokkdk ok kk ko kokokkokokkokkkkkkkok ok kkk kk ok sk k ok ke sk ok kk ok ok kokok ok
= Window (T Raw () Telnet ) Rlogin @ SSH () Seral 4 | * This server is powered by SEGGER emSSH. It simply works! *
) Load, save or delete a stored session
- Behaviour 6
- Translation Saved Sessions 7 | admin@127.0.0.1's password:
- Selection 8
- Colours Default Settings Load 9 | Welcome to the emSSH command line! Type Ctrl+D to exit.
=~ Connection = 1e
- Data 11 | emSSH> Hello
- Prooy 2 || oodiElE
- Telnet 5 emss>
- Rlagin
- 55H
- Serial i .
Close window on exit:
(1 Mlways () Never @ Only on clean exit
About Open || Caneel
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5 emPower

MCU : Kinetis K66 (Arm Cortex-M4) / 180MHz
FHERA— FERAE &
BARIRES : Embedded Studio [ MRREEEFMERS > O—F ]
BSP Ny 7r—YHE:
_ emb0S + Profiling
Ef - B5 emCompress-Embed, emCompress-ToGo

emModbus Master, emModbus Slave

P emNet BASE + Web Server, CoAP Server / Client, DHCP Server, (m)DNS/LLMNR/DNS-SD Server, FTP Client, FTP Server, MQTT
Client, NetBIOS Name Service, SMTP Client, SNMP Agent, SNTP Client, UPnP, WebSocket, emNet driver for Freescale Kinetis

K60/K70

ZXalFs emSSH Secure Shell, Secure Copy, emSSL Secure Sockets Layer, emSecure-RSA, emSecure-ECDSA
BS-Y177— Eulsihagy

HTTP Client, JSON Parser

- emWin BASE + AntiAliasing, Bitmap Converter, Font Converter, Memary Devices, Simulation, VNC Server, Widgets, Window

Manager, GUIDRV_FlexColor

emFile BASE + Encryption, FAT, FAT LFN, Journaling, SD/SDHC/SDXC/MMC, NAND, RAMDisk

USB-Device emUSB-Device BASE + Audio, Bulk, COC, DFU, HID, MSD, MSD-CDROM, MTP, Printer Class, IP-over-USB component, VirtualMSD,
Video, Target Driver for Freescale Kinetis K60/K70 HighSpeed (EHCI)
USB-Host emUSB-Host BASE + Bulk, COC, FTDI UART, HID, MIDI, MSD, MTP, Printer Class, Freescale Kinetis FullSpeed Driver

& BSPEilRS Y~ O—F (ZIP)
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[TO5 05> X] OBRSERZATT. 18ESY-XORENTTETT . ARERNSVARFIERRE T, RKERMAH
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