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emNet& (& ? (S ATCIIE < EmbITeK
ANSI CO— RTCPUMKFEMHEDIRWTCP/IPT O M ILR S

OSL A THEEE _JﬁETCL‘fHLﬁHTCP/IP‘J J1—=>3>
INEIRIATEU DY N TU> MNTES SEEE XS v T

HMERE - AUV Z1KHE

ANSI CO— RT3 - MHEROM: 19Kbyte IPv4/voXd ity

: o ey TCP / UDP / DHCPs / DHCPc / FTPs

* — s=_¢ 7 A EES FTPc / ACD / ARP / CoAPc / CoAPs
BaEDOTI/I\1A1 ARS1)\ x TADNS / LLMNR / SNS-SDs
A= ICMP / Loopback device / Multicast
%_JZ :75.2Mbps MQTT client / NetBIOS Name Service
215:94.4Mbps PPP / PPPOE / RAW Sockets

PN PO —A>5—TT—3) SMTPc / SNTPc / SNMP / UPnP
RTOSHKTFIE7R L { - - VLAN / Webcast / Web server

NTP Client / PTP OC

V—XO— g

RO MEFIROI -S> X - EEOATVUSTv JU—-TZEMH

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.




SEGGERY J b x 7 DOEARGSE ISRV I <> EmbITeK
)N —XDBESNEYA I TEI\— RO T 7OMeEZFEN L. HEEFIFR/A<KFIFATE DL DNE

ROM/RAM UY—X

> )N MR A O NADESH ZRIHRICHF
ROM/RAM UY—2 UL Y — REK(CHBIES

A—Y7JU5—3>
14775 —23> ROM/RAMUY—2X
14975 —3>

eI RE ARG
SEGGER RTOS/Middleware SEGGER RTOS/Middleware

SGGERY J hERXEU/N\wW I 7
(RAM) SGGERY J hFEAXEY/\v J7 (RAM)

SEGGER RTOS/Middleware SEGGER RTOS/Middleware

MPU 32bit MCU

High performance
Cortex-A/R and more Cortex-M / RX and more

32bit MCU 16bit MCU

Low energy RL78 / MSP430 / STM8 / AVR
Cortex-M / RX and more and more

SEGGERY J FERAXEUNY I 7:
SEGGERY J bz 7MMUBREZ[ LB DEHITERITDI—RNAXEY T —IL, I—TF7TU5—-23>, J\-RIOT7UY-X[CEDET,
Y A XZZEERRETY .
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emNetEARGGET AT < EmbITeK
21— )UBEDY — X J— RICKDIRGEHNRERT SV A —ALEUTHAULYYITWNWW I DT

d1—Y7TU4o—-=23> (RTOS) RTOSHIBA S

—l— HIE T 33 XF ACADET. 0SLA % 1—H THEFIF

- _ < SEGGER embOSIZE#i2{it. FreeRTOSA T g > 12t
7IVT—23> LA (0SLAYT) ITRONS> FILIREE (T EF v EH— EX)

—== Y ROI VAT IZES2-IL BHIONIL - B—EREEND EEB

==a REIJORI - B—EXRE TCP/IPOTES 1 — /LN SHEHER SN TH .
JORIJL - BH—EXDEN - HIRER S

emNetdJ)7€>1—)L @
A7EZ1-ILEOA—YT 7TV —2 3> 0)\— RO T 7Hh ST,

01— REBERE
R— RYR— Ny —= (BSP) I\ = RO PAKFEN TCP/IP 7NN SIRIZ,
CPUEEET /A XA RSA/\DZEE THIE

—

o
CPU/LANTI> hO—S#E#iAR— K SFliR— KA TILRENTNBEDT, TOEFIETS
IBAEHOFET, 1—H)\— ROTFICADE TRE
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emNetEmiFE AT < EmbITeK

BRA2T7 T —< 3> = — XTI
emNet (. BEFI7TUT—> 3> (CEHNDET. KRERIJOMIL, H—EXZBIRLU, EEIBICENTEET,

SERATS AU CEERR TRARBHEEDB TR TESRY NDO—OJZRILIDT7EUT, #EULET,

o KXY - BEIRRR
NTP client SNTP client WebSocket server WebSocket client TLS (SSL)
=N OS2V ET v TLS1.0 /1.1 /7 1.2%00
) SSLEFa7ilEE

DNS server DNS client
DNSH — /3~ NTPU—{\?’J\‘B\ NTPOERE 0O - JL Y=\ OSATPURET
STLRS Y TERR SNTPTHRFM WHENOIEREEE =R WEAOERBEEE 28

RXTUREIPT RL XO%E
BRIRERY —N RATVREIPT R L IOEBRER
mDNS server DNS-SD PTP PC client = Web (HTTP) server . HTTP client JSON parser
RYRD—ORT. KRALEHS . IEEE 1588-2008%£H#1 —— CGlI, AJAX, SSEXLE aAVFIVYHERE & Webt —/\—~A MK EREST API%E JSONF—HIE, fRIFT D
IP7 L R (LR mONSTRIRTNS O TURR WBREOR NS B kR jawmum?—fgﬁf%m?f HFA L5 — 5 e e AR
SMTP client

(Apple /31 X THIA)
LLMNR server NetBIOS Name service =
Ry RO, TR BE R PRT. TRl SSH server FTP server
IP7 1L R CE R AR (NetBIOSE) % L B , SSHEF 17001y RFC 050C %L 12 SMTPH —/ & X —JUX v — Vi EHE
(Windows /31 X CHIF) SSH-SCPT. ¥ 177 7 1 L - FTPY —/ HE [ﬁl
& 1B% / P Addressing - FTP client IPANYRFL SNMP agent
RFC 050(C 8L 2 L RE] SNMPv1, SNMPv2c, SNMPv3 USMH7R— b
- FTPOS 7 - RREERE. WERIRIE. BEZM

DHCP server DHCP client Loopback RAW Sockets
IP7 1 L 27K E DEEERE RYRT=HTY D

Modbus Master / Slave

BEEIDNT 2=
&EMQTT Brocker(v.3.1.1)( B2 TCPUDP)DAtL. ASCII. RTUMZY 7 JLEEHRIC
= FIGU 2 EEMEBER 0 ~ JLHG

IP7 KL X E DREBRE W—TNRYOFPRLRERE
H O-AWTRLRATFOER EERXRZErVI—T1—2 MQTT client

Auto IP UPnP Multicast Tail Tagging e
P KL R 8 DRERRE BEBEET. %y hJ—2 7o IERRE
7 T RYRT=DA BEDEMIRFICHN LT BEDR Y - —FPHYMAEE
BE@EDUT B B/ 37w ikiE FIAL. K- &ERos .
CoAP server CoAP client
Transport : TCP / UDP RFC 7252 CERBSNIEFHRIC IV MEUV—IATEHESES AVNRIEIVY - TSR ENTES
CEMRTESBM2M, loeTEIF 7 FUr—2 37O~ M2M, loTAF P FUo =23 v FORINISA TV

°ﬁj TCP/IP Eﬁgz&ﬁjn 3 -B—EX Network : IPv4 / IPv6 / ICMP / RARP / VLAN ....
LINK : ARP / Ethernet....

o3 H/W PPP/PPPoE LAN(PHY) Driver ifi
{‘E’J B smeEeEviI-AneLEs EWMCU/LANTY FA—5 K51/ Wifi Support
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emNetxEEFE

RTOS/non-RTOSTDIEE 1 A —>

It simply works

RV OIERDE IR TRE

V Interrupt (ISR)
O Task

|:| Routine / Driver

emNet

. Application tasks

. IP stack

D IP stack / Driver

App. App.
task 1 task 2

Read
RTOSHE A TIE

TCP / IPRA vV ORI dREMEIIHFETT,

AV IERD IIVEFRAOT [IP_Taskl J\D
AF—E> T8 BiX. BED/\Tv NMUEZET
WE9,

)\ ROFEED (&, ISROSEEFSH ENDID
TEMDSRA I EEBE D DEFBA. [TV hDF
D | QB (CHEBRIFEIZITERSNE T,

ARG IERD 2 DDH AT THERK

V Interrupt (ISR)
O Task

|:| Routine / Driver

emNet

. Application tasks

. IP stack

D IP stack / Driver

App. App.
task 1 task 2

RTOSE#RIIE

2 DDTCP / IPRAYOBRSYRADZFERUET,
—D(& [IP_TASK] T/I\DRXF—E>Ji#E. B
X, BED/ Uy MUBZEIT\NET., Z—DEDA
X2 TIP_RxTaskl T/\Zwv bDsEEDAIER 1T
W9,

[TP_RxTask] (F#FLLV/ T w SHFIFE]EE(C
2o TEiHE. ISRDSEBSNET,. /Uy MR
DALIEZISRMS [IP_ IP_RxTask] (CEEI=ND
DT, ERALAT 22 (FERESNEE A

7IUT—23>h5R—=U>T

v Interrupt (ISR)
O Task

|:| Routine / Driver

emNet

. Application tasks

. IP stack

D IP stack / Driver

App. App.
task 1 task 2
v
Read
packet

IV =232 FXTN TIP_Exec()] ZERRHY
(CHUHL. RV IERDYXIIELTHET
DBEBHRET.

N

Iy SOFEDAIR (G, ISROMSEEFUHEN
BIzD. BIMDIRX T IBESHDETEA. EAL
AT OREE /Uy bOFEUD IR (CHE
IR ERENE T,
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emNet/\JA—<>X

It simply works EZd Tl 1124
INT A= ARTFI—T

RERE

@] Cortex-M3 BERENRFI—T

TCP - VoY b2 —-T1T— #19.4 MiB/s #11.7 MiB/s

A
TCP - POOJE—9>45—TJ1—X #J9.4 MiB/s #J11.8 MiB/s

AERIR - &+

CPU Cortex-M3 96MHz (NjE&MAC) m XEUIZTTdL—>3> m RS/ O>T1JL—>3>

#define ALLOC_SIZE ©x10000 1 | #define NUM_RX_BUFFERS (36)

1

2 IP_AddBuffers(12, 256); 2 #define BUFFER_SIZE (256)
3 | IP_AddBuffers(12, mtu + 16);
4

IP_ConfTCPSpace(9 * (mtu-48), 9 * (mtu-4@));

Tool chain IAR EWARM V6.30.6

Compiler options Highest speed optimization

BRI FI—2

B PING/IGERFR B TCPILERFR

|

emPower (K66) @168MHz 9 26.449 us emPower (K66) @168MHz #9 83.770 us %9 50.120 us
emPower-Zynq @666MHz % 7.819 us emPower-Zynq @666MHz %9 21.100 us %9 14.949 us

emPower (K66) CPU: NXP Kinetis K66 (Cortex-M4) / LAN-f >~ —_2J 1T —X : 100Mbps
emPower-Zynqg CPU: Xilinx Zyng XC7Z007S SoC (Cortex-A9) / LAN-f >~ —21—X : 1Gbps
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£JOMILY I NI T7ES 1)L It simply works % 3111811154

EZ1—I)UEBEDY — XA O— RICKDMENRFRARETSY hIA—AEUTHRAULPTWW I DT

emNet

2 emNetEATORIL - H—EX

oML emNet BASE emNet PRO oML emNet BASE emNet PRO

ACD v v DHCP Server Option

ARP v v mMDNS Server Option v
AutolIP v v LLMNR Server Option v
DHCP Client v v DNS-SD Server Option v
DNS Client v v NetBIOS Name Service Option v
ICMP v v NTP Client Option v
IPv4 v v PPP/PPPOE Option Option
IPV6 Option Option PTP OC Client Option Option
Loopback device v v SNTP Client Option v
Multicast v v Tail Tagging Option Option
RAW Sockets v v UPNnP Option Option
TCP v v Wifi support v v
UDP v v Device Driver Option 1 device
VLAN v v
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L7703V I NDT7ESI1-IL IS ITIAV I <> EmbITeK
emNetUSADTCP/IPICEERARE/R/ o —AbT7 0O )L

BE/I\vo—= o)L emNet BASE emNet PRO

emFTP Client FTP client Option Option
emFTP Server FTP server Option v
emMQTT MQTT client Option v
CoAP client Option v
CoAP server Option v
emNet SMTP client SMTP client Option v
emNet SNMP Agent SNMP agent Option Option
WebSocket client Option v
WebSocket server Option v
emWeb HTTP Server Option v
HTTP Client Option Option
JSON Parser Option Option
SSL server Option Option
SSL client Option Option
emSSH SSH server Option Option

emNet CoAP

emNet WebSocket

IoT Toolkit

emSSL

A ETCP/IPABSDY &Y A 25— T — A TEEAHEXCETCP/IPEBEA > —J T —ADR—5+« > ERET I,
IR—F« DOEREMHEIEFTY I TEMIGAIFE T .
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Ethernet-APLXJ/itx <& EmbITeK

MAC-PHY Ethernet controller ADIN1110 R=-/\VC10BASE-T1 LX)

Ethernet-APL D

Asset
Operations  Engineering  Management Controllers

Iy Wy

. . APL Power Switch
Auxnlarym APL

Power Field Switch

m Trunk up Zone 1/Div. 2
ER o 000m
IJ I_l Spur up | | I

to 200m

Zone 2/Div. 2

Facility Ethernet

Ethernet-APL with
Increased Safety

Ethernet-APL with
Intrinsic Safety Option
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Ethernet-APL(10BASE-T1L) ZHU\zLw =5 )\ XA D&k
CNETHRTER/M TS~ - THE T« —ILROESE /B
MZEALICRE T B U WAIREMSZEFIREC L. St 4d—&05TR
FERFTSAR— M —N—[CSZ—ALRICBEBELET. Tr—ILR
@aFﬁbOv@hiT@774A N — ) \—ADFET —HRWY
Ny ND—0EEUT. T—I9H. EEUDE LT BEHICHE
IERE BERICIRMEUET.

Ethernet-APL (ZEtherNet / IP. HART-IP. OPC-UA. PROFINET. &E
FZFZOMDSLAIILOTO R ESR— N CE3MIBETT,

MAC-PHY Ethernet controller
ADIN1110 R= 1) {2 r]gE

10



BIET7 T )T —2 3 > DRERR

<& EmbITeK

ADTCP/IPR Y IDA > F—%Y NMBEV TV —> 3> TORE

AR N -

A—T >N —XTCP/IPTCEIRTEAVEEN D D

Fa1 U5 ZeE{b LIz
- BRI T YU — ) BEEERERE L TZL)

- "m(CHTTPO S A 77> heee = LIz

- 757 RIEFEOM2M TWebSockettge 7z 224
Lzuy

- 570 REIETMQTT clientBége ==& L7z
- F 2V URDZKBICERITDA—T >

V=T 72NO—JX MEASSL, SSHZESRER
L7z

HEERERRE A e
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emSSL omSSH | | emWeb | emFTP
o \ I \,ﬂ | .1
>
ﬂ' e e

BSDYT Y b > —TJ 1T — XA TEREOJHE
FreeRTOS plus TCPICPRS I ITRONT>ZDMMRTOSADEEE I HE

HEEETZ TS A REA L. ZHFIAFD
TCP/IPAEEKIDIZENTEET,

FreeRTOS plus TCP [CEFEABELRY kD—OYI DI FPEI 21—

emFTP client emWeb

emFTP server HTTP client loT Toolkit
emMQTT emDropbox
emNet CoAP emModbus-Master
emNet SMTP client emModbus-Slave

SNMP agent emNet SNMP agent SSL emSSL

WebSocket server emNet WebSocket SSH emSSH
WebSocket client emnet WebSocket

FreeRTOS WeliENE®=

LAN Driver




I —< 3> DIRERRR & EmbITeK

A=Y MBIETTUT—2 3 > TORBZ R

B A femeE 0SS I TCP/IP - emNet
dao RaRE= bIBHEoL - EEDRTOSAemNetE EE TR
BIEREWNE /YILTFFrv A NRE emNet Rw RD—HY I RS T PET 1))

1H
Fd—TF>V)—XTCP/IPICREN G BIES emFTP cient emweb
emFTP server HTTP client loT Toolkit
L B =N = emMQTT emDropbox
ﬁ{mﬁggd)a&?gx . emNet CoAP emModbus-Master
BEFEREM B D OBEERE UM TUVRLY emNiet SMITP clent e
emNet SNMP agent ssL emSSL
. LB N emNet WebSocket SSH emSSH
7) I/a::F;_VZ I\ffgﬁbgﬁ);éiﬁ emnet WebSocket
* 7) I/a:/—l_\_ I\*%%Hbd);éiﬁ' s o emNet EHRY FD—OY I LD I FEI 2=
A=T2V=RVT NI T 7 TIIHERENRIRTETR0) - sy —
1P Addressing A
. — HA Yt
BF e R AT I “ o
NTP , SNTP , PTP OC/i & DisfE R HAtkEE = EIR LTz L)

DA FZ W RAA SRR DRI

Tail Tagging

MDNS , DNS-SD , LLMNR/QR EDS A1 7= v ZIDNSHERE - e TCP ! UDP
EIR UL emNet TCP/IPEXRZORIIRSI VD Netw:rk: IPvd / IPv6 / ICMP / RARP / VLAN....

LINK: ARP / Ethernet...

emNet OS layer for FreeRTOS
emNet LAN Driver
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= emNet AT >3 > e
==a (emNetdDdH CHIFATEIEE)

MDNS/LLMNR server

N
emNet | NetBIOS

B NTP client
SNTP Client

PTP OC client (IEEE 1588-2008)
PPP/PPPoE
UPNnP

TCP/IPOARAER/IHEBEDH T (FIR L AT S 3 U [C K DIERZ TREREZ IR L E T
emNet&E DS DHFIABIREIRA T = 3 > HikE



emNet mDNS/LLMNR server It simply works K% 311]e] 114

Windows, Mac, Linux?DiR#ERIRS + 3 = v I DNSELEDRFCH7R—
O AR | |tiCast RFC MDNS(Z. Appled7/\+ R THIFEN3Port 5353%FIF L
O tpmpdeviceloce e e DNS(mDNS) WY/ EXILFF+ A SDNSS X5 A
Q  hittpy//mydevice local - Google Search " RFC H:le \/ l\ .

ftp://ftp.rfc-editor.org/in-notes/rfc6762.txt

LLMNR RFC LLMNR(Z. Windows PCTH|FENSPort 5355ZFALEEY
4795 ILFF A RDNSS X5 A
RFCRxFa1X> b~
ftp://ftp.rfc-editor.org/in-notes/rfc4795.txt
mDNS / LLMNR /DNS

e DNS-SD RFC KA S ERRT BhODNSTTUER
=7 6763 ftp://ftp.rfc-editor.org/in-notes/rfc6763.txt

Embedded system

Name resolution

Configuration

e DNS SRV RFC {25 -3y NEED NSy - T0 N IVES
;“";Lj;me 2782 ftp://ftp.rfc-editor.org/in-notes/rfc2782.txt

Service Name: mydevice
Domain Name: local

HPL J t““'.‘.”".—'.‘.[-'_".'..-';_}] N
- DOMAIN RFC BN RAA SRS
Service Type: _http._tcp NAMES 1035 ftp://ftp.rfc-editor.org/in-notes/rfc1035.txt

Interface: 777 IPv4
Address: mydevice.local/192.168.11.149:80 = ., ="
e ROMf{EHE : 3.1KB RAM{ERZ
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emNet NetBIOS It simply works K% 311]e] 114
emNet(CNetBIOSH#gEZEIX= TS X I, N etB I OSL/ Q
o

NetBIOS Application layer / / B
NetBIOS API “ "“”" < ' ~ Al o
NetBIOSVA%Hu ckD, IZI 7J)l/I U =S I\'j TRD

NetBIOS API over TCP/IP {ElB!E8{EC *'JﬁH_JﬁETcLJG‘J >3 LA — D‘TE1 tENE9,

NetBIOS
name service

UDP port 137
NetBIOS e NetBIOSDI >t kL iE

1001 RFCRFaX> b
ftp://ftp.rfc-editor.org/in-notes/rfc1001.txt

RFC NetBIOSEF#Ht4aE
1002 RFCRFI A b
ftp://ftp.rfc-editor.org/in-notes/rfc1002.txt

ROMfER= : 0.7KB RAM{ERZ : 26B

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.



emNet NTP client It simply works K% 311]e] 114

NTP clientlC&kD. NTP serveri’545 4 AR > T H=EE

NTP client

Embedded System

NTP client

IR RIPIFHR

—E3 FHRIER

Local network

Pool

Global network

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.

emNet PROGEH

NTP client clock

Origin time (client)

Received time (clock)

Origin time (client) Transmit time (clock)
Received time (clock)
Transmit time (clock)

Reply time (clock)

T TRee T

NTPv4

RFC NTP versiond 77)LJUX /s
5905 ftp://ftp.rfc-editor.org/in-notes/rfc5905.txt

ROMfERZ= : 3.1 - 4.5KB  RAMfERZ= : 0.6 - 3.2KB




emNet SNTP client IS TIATCIESE <> EmbITeK
SNTP Client(C& D, NTPH—/\h SERIIEHREZEE. RTCERIEME

SNTPc Application layer
SNTPc API

SNTPc over UDP/IP
SNTPc service .
NTPA A1 LARS>T (2DMD32bitT « —IL RTHER =N 364bit=—4)
UDP port 123 %Hy'f\:fb\ 'lﬁ*ﬁ%'fﬁﬁﬁ Ljig_o

o JREC @

SNTP RFC SNTP version 4 for IPv4/IPv6

4330 RFCRFI2 A b
IPv4 ftp://ftp.rfc-editor.org/in-notes/rfc4330.txt
RFC SNTP version 3
1305 RFCRFI2 A
ftp://ftp.rfc-editor.org/in-notes/rfc1305.txt

ROM{EFHE : 0.5KB RAMERE : 26B
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emNet PTP OC client (IEEE 1588-2008) TS VATCII N < EmbITeK

HesfEl DR RI[EI Az S/aE (CEIR

T~
e

. . PTP OC clientZzFIFH9 22 &ICKD.

— EERUET,
(t,) (t,)
W» emNet PTP(ZYV DI DO T 7EET

KIRAJREC I
+/jﬁ£L/’@ I\—= RO T 7HEECREDHZEGE.
2 B IHE < TEE0N,
Ordinary clock 1
(GrandMaster) W} At this point slave
(t:) knows t,, t,, t,and t,
v v

Boundary clock 1

Master

Time Sync

PTP / IEEE 1588 v2

IEEE @

1588-2008 IEEE1588-2008 SfEERREEI> rO—ILSXFT A
http://www.nist.gov/el/isd/ieee/ieee1588.cfm

Slave

Ordinary clock 2 Boundary clock 2

Master

Master

Slave

Slave

Ordinary clock 3 Ordinary clock 4

ROM{ERI=E : 7KB RAM{ERIZ : 300Byte
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emNet PPP/PPPoE

It simply works EZd Tl 11214

emNet TCP/IP77J U4 —= 3> TPPP / PPPOEZFIAHLF T,

m PAPRSI O )L EBY/R— K
m PPP over Ethernet ®HY7hRh— ~

emNet PRO[EIHA

B> )\ORREETY NTUSDNT. UYV—RDBRSNEY A IS THEIZEDIEE

I L

PPP RFC 1334
Application layer Application layer protocol: PPPOE
ST RFC 1661
Transport layer Tranport layer protocol:
TCP
RFC 1994
Network layer Metwork layer protocol:
IP
RFC 2516

Link layer Link layer protocol:

PPP, PPPoE

PPPEREET O b )L
ftp://ftp.rfc-editor.org/in-notes/rfc1334.txt

PPP
ftp://ftp.rfc-editor.org/in-notes/rfc1661.txt

PPP CHAP
ftp://ftp.rfc-editor.org/in-notes/rfc1994.txt

PPPoOE
ftp://ftp.rfc-editor.org/in-notes/rfc2516.txt

ROM{ERIE : 6.5KB RAMfERHE : 100B
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emNet UPnP It simply works E#Zd311]e] 114

UPnPH— ERZiRMH I DILRIEE

UPnP(Z. I—YDEFEMELTDI LR Y NI—DFK
(CH—EXREHIT DL S CEHRET SN TLET,

IP, TCP, UDP, Multicast, HTTP, XML/& ER#EN/RT O )Lz
FIMUGEEL. 7/ ANMRRT 3 —ERBUET BLS(C
W ENTNET

FHDOS T, UPNPZEFT I A)L M THR— KU, Ry hD—
DR THRARIEEIRUPNPT /A X Z2FKoR. BRI DT TT/N
A RICEECTILTATELY,

Windows PCTI3. UPnPZiEHE UCiER (Il T DIRICRRENE T

+ Qther Devices (2)

g [—
e

UPNnP Device Architecture 1.0
http://upnp.org/specs/arch/UPnP- arch-DeviceArchitecture-v1.0.pdf

ROMfEAHE : 2.0KB RAM{ERE : 170Byte
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emNet Wifi It simply works % 3111s] 1[4

emNet(Z. ﬁ/zfdwm%/l )VzEFIJJEﬁ_J S(CTBWIiFIi RS/ \EIREUET.

Wifi R/, FHIIEZ 1 —)LICEFERRL. BUAPI%E
IS — g (I UFE T
PIUT—>2 3> 08ahsRdE. WiFir>45A—J1T14X
(FEARW(CO—TIR—ADA>F—TT1AEBUTY,
emNetfOJE—APIEBSDY 4w RAPIZEZER(ICHR— MU.
+ —HRY M—XOTO N JVICERTEEY,
emNetTH/R— RSN TWLWBWIFIEZ 1 —)LIE.
[JAXR)IL—FE—R] FzF [)\14)\RE—R] ZFRALT
MCUDTCP / IPRAIYW OB TEBLD(CULET,
CHUCEKD,. emNetlIWIFIfREHB TINRTDOA —HRKY hAX—
2070V ZERR(ICERTEEY

Microchip ATWILC1000 o
ROM: App. 7kBytes + app. 168kBytes WiFi firmware Redpine Signals RS9113

ROM: App. bkBytes

Longsys/Arrow GT202
ROM: App. 29kBytes

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.



- emNet FEER A
mmm (emNet - iTCP/IPX 45 v | FAE]EE

emFTP client

emNet PROE | emFTP Server

emNet PROBME | emMQTT

emNet PROEME | emNet CoAP

emNet PROEH | emNet SMTP client

emNet SNMP Agent

emNet PROAEH | emNet WebSocket

emNet PROEE | emWeb

IoT Toolkit



emFTP Client ISR <& EmbITeK

HHIAER (CFTPO S 7> MEEEEEERUE T,

[RFC 959] [CEDUV\=&BIT> RICHIE
20 21 1026 1027

o FTP Description

4{ command

T

—1 o CDUP Change to parent directory
® ’ : :
| © CWD Change working directory
i LIST List director
I ust v
S—S =S

A Pss o

- PWD Print the current working directory
‘®/ RETR Retrieve

@
) RMD Remove directory
T |
e STOR Store
PR

TYPE Transfer type
Ny STE—-R
547> Ml TPASV] fesaE . USER User name
F—AFEZRITUEY,

ROM{ERE : 1.7KB RAM{ERE : 1.4KB

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.



emFTP Server ISR <& EmbITeK

HHIABEER (CFTPY —) (BT E= U FE T,

[ ETR] SEGERI Drec DD Serer Vit 20 @ ]

\
W | o5

FTP Server Settings

Server root: /Users/SEGGER/ Sel.
Port: 2121
Mode: Read-only access for anonymous user
Read/ Write access for user with credentials
Read-Write Access Credentials
Username: SEGGER
Password:
Controls
¢ Clients IP address
Start
About  FTP Server not started
Powered by embOS/IP FTP Server segger.com

Windows. Linux. MacHEEFTPHY—/ (&gt
FHARBFTPHY— )\ & PCHEFICERL UTEFTPH—)\TT

FEEE (CHEAEEERIE < EN'EIRET I

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.

emNet PRO[EIHA

m 1>/ RRERI—-RYAX

m BHOERZYR— b

m EEDT 7L A5 AMEATEE

m PC L CETEIEERY>TILTO> T Matd (VisualStudio)

Y emSSLEDEHEHETFTPS, FTPESH S

[RFC 959] (CEDWEREIY> RICHIL
FTP command FTP command

CDUP Change to parent directory Retrieve
W Change working directory

DELE Delete

LIST List

Make directory

NLST Name list

NOOP No operation

PASS Password

PASV Passive

PORT Data port

PWD Print the current working directory

0
O

A
O

Remove directory

Size of file

Store

System

Representation type

User name

Change to parent directory

Make directory

Print the current working directory

Remove directory

ROM{EFHE : 5.6KB RAM{EFRHE : 2.5KB




emMQTT client XS TIATCIESE <> EmbITeK

IoTEIHBEETO M JLMQTT3.1. 1 EHLDBrokerz J)LHR— I BMQTT client

—

g ”l Publish MQTT gu2ubscribe

m >\ MREEID—-RBAX
m Publisher / Subscribe clientigfi
m PC L CTERITEIEERY>T)ILTO> T Mat (VisualStudio)

UL

Resource Usage Value
emMQTT Client Size (ROM) 2.4 kByte

emMQTT Client Size (RAM) 8 Byte

emMQTT Client Context (RAM) 76 Byte

Broker Plain MQTT MQTT over TLS MQTT over TLS Notes
(DA 7> NEREE)
mosquitto v v v Open-source MQTT broker for Linux, Windows, macOS. Tested with public broker
at iot.eclipse.org

HiveMQ N Enterprise MQTT broker for Linux servers. Tested with public broker at hivemg.com

AWS v AWS supports MQTT to connect to the AWS IoT Message Broker.

F 2 NEMBrocker (—EB) FIAFHFELDBrockerh'dNIE, BRAVLVEDE L IEE0N,

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.


https://iot.eclipse.org/
https://www.hivemq.com/

CoAP Client / Server It simply works K% 311]e] 114
IoT/M2MEFHEET 0 )L

b e arst bl
-l

GET / DELETE / PUT / POSTH7R— ~ _ =

u
m CON / NONUOI X hHR—k
o — ~ L CoAP RFC 7252 CoAP

: -L?D_P} ;I(;iXVQ) L?Zj(%;%;_/ (SIS ftp://ftp.rfc-editor.org/in-notes/rfc7252.txt

- 7‘|Zl(y /JE“%J% el RFC 6690  CORE Link format

m COAP Obsﬂetveff%‘ééb\%ﬂ"ﬁ - ftp://ftp.rfc-editor.org/in-notes/rfc6690.txt

E TN—
£ 11 9> | = RFC 7641 CoAP Observe

- ﬁ%;g;ﬁa > UOTARZESTE ftp://ftp.rfc-editor.org/in-notes/rfc7641.txt

RFC 7959 CoAP J0Ow Ui

ftp://ftp.rfc-editor.org/in-notes/rfc7959.txt

CoAP client #J 6.5 KByte CoAP client
COAP server # 9.2 KByte

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.

RAM

Bx/]\&R%456 Bytes.
IO —23>2(CEkD lobserverfis] & [Xwtz—)\w I 7] TEDASRUY—-IWNKEBICRDBEEEHDET,

&/|\i#BRk 548 Bytes + 48 bytes(UY —X )
T —23>2(CKkD lTobserverfis] & [XwE—)\w I 7| TRORSRUY -INWRBBICRBDIHBEBHDET,



SMTP client

IS TIATCIESE <> EmbITeK

HAMEER(CSMTPO S 7> MEHEERE, X—)LIXSHEMEEERRALET.

mN\ESRAEIUTY RTUS S

m emNetBA9rDTCP/IPR A v 3T ity

m > 7J)L7JO> O

m Microsoft VisualStudio CENI{ET B
JO> o bxEER

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.

SMTP Relay

[emNet SMTP client] (ISMTPUL —O>4 7> ~&ERE
HFENT CHHIDEFEAEETI, &L T, SMTPU
L—0547> 7T U5 —23> [Mercury Mail
Transport System| &DEEEEBRHRORRENNNT D>
O— RHEEFET,

SMTP client with TLS
emSSLIREDSSLEMBAENDE THIHITBEICKD. TLS
AU EGZERIRTCTEEXT.

TR Tmm

SMTP
client

RFC 821 SMTP

ftp://ftp.rfc-editor.org/in-notes/rfc821.txt
RFC 974 A=) —F 1 2D ERAAEIRT

ftp://ftp.rfc-editor.org/in-notes/rfc821.txt
RFC 5321 SMTP

ftp://ftp.rfc-editor.org/in-notes/rfc5321 .txt
ROM{EHZE : 6.5KB RAM{ERHZE : 4.7KB




SNTP agent It simply works K% 311]e] 114
FAMESRICSNTPT—> 1> MEEEZREUE T,

INEIRRAEU I RTU> S

MIBWU —ZfE(Ctzw hP7wv T
SNMPv1,SNMPv2cZzEHh— ~
TRAPAwWtZ—HHR—

SNMPv2 INFORMXwtz—H7R— ~

— %Y IRSNMP(Unsidned32, Counter32/2&£)T. FA LTI LAPI
Vow hEZEPOJE—-APIZEOMIBRATET®Y > JILER
m Microsoft Visual Studio TEMET B> T)ILT0O> 10 bz EIR

IANA Private Enterprise Number (PEN)
HHRMICSNMPZEET DTHIC. IANANS

TSAR=-bIH-TS5A4XES (PEN) ZH EKNaE2 RFC 2578 SMIv2(Structure of Management Information)

BIBINEN agent ftp://ftp.rfc-editor.org/in-notes/rfc2578.txt

®DFEF., PENE MFURLTREUIIR L — T

TEET, ve .

https://pen.iana.org/pen/app ftp://ftp.rfc-editor.org/in-notes/rfc3416.txt
RFC 4181 MIBRFIAD RREELEATHA RS>

RBCRRENTWNDH > T)LICEFENSDBPENIL.
SEGGERfT CHUELUTEED ERNDET,

ftp://ftp.rfc-editor.org/in-notes/rfc4181 .txt

ROM{EHE : 6.5KB RAM{ERIZE : 4.7KB
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WebSocket It simply works K% 311]e] 114
WebR—X 7T UT—2 3> (CREZR7TO ML

loTHEHBIE M (CHTTPIES 2 IERIEAN A M —FBIE(C 7w T
L—RTE370O0MJ)LTY, BEOHTTPL.IZEZETONIILER
WwENBD, D5 —)\O—EX(JEBEDWEBH —/(&
WebSocket7'O )L AEHEFURNS., #Ee I BDENBIGETI,

- OR BT —HFEEESNFTT.
» T A CEDNTREINET,
- ¥EHCIARR (L, TCP KEEPALIVESZfERALTC. FT VI TEXY,

s TAINESIRT L —LATEETEFT,
- IJL—LDT—FRIEFHIEETEFT,
-2 bO—-IILIL—ARFT—FTL—LDET, EETEFT.

 [REC i
o Transport Web RFC 6455 WebSocket protocol
> ftp://ftp.rfc-editor.org/in-notes/rfc6455.txt

Socket

,,,,,,,, Application
layer

ht WebSocket WebSocket
(application) layer

eeeee

Network
layer

ROMfERI= : 1.7KB RAM{ERIZE : 30B

FFFFFFFFFFFFFFF Link
foster layer

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.



emWeb - Web server ISR <& EmbITeK

HAMEER(C O T Y —) WAE R RE L, MIAMEBROREERTR. RELERERITAET,

[oTHEERHIAEZI M SR RPCAND T T TS OY
ZFAT D ETRRA BPCODOS(THERIF LR
DSTABINAA—-—TT—X =R UET,
WebSocket. JavaScript. AJAX. REST. SEE
Tctc‘: mEEﬁTCLjD I\:I)I/%‘:*j/‘l‘\ I\bi@“

b=l

ROMfERZE : 8KB RAM{EA= : 2.5KB

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.



IoT Toolkit — HTTP client / JSON Parser ISR <& EmbITeK
FAMESR (CO T TP —) MEEZER U, HDHAMESDIREZR R, SMELEREZITAET,

B USORS—EXR BRI DIoTi S OMAEETZICLET,

m JSON/\—HfHiRICT>O— RUEST—AD/\> RU>D

B L—>2RFFEX RN (HTTPYCGIRE)YDI\ > R >
B AN OV ICERBESNZEDY MU b SRREITIHRE

) IBM Cloud

i
O Google Cloud  “§j*amazon
%# Dropbox

Microsoft Azure

ORACLE Ciowd

loT Toolkit |
———— JSON Parser | B e o Y =
?, REST API1 > 45 —J 1 —XZiEN
%) HTTP client ==

JSON Parser

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.

B RTOS(SEGGER embOS or FreeRTOS or OtherRTOS)
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emNet - HTMLY =1 7))L CHARER I & EmbITeK
BRYZ217II=ZTA 12 AEABINSHEEREE

. - Ty emNet®E2m~Y=—17)L

- : https://www.segger.com/doc/UM07001 emNet.html
'/ SEGGER

Contents

[} SEGGER Cnline Documentation
[ AppWizard Usar Guide & Reference Manual

[ embOs Real-Time Operating System User Guide & Reference Manual

[ embOS-Uitra Real-Time Operating System User Guide & Reference Manual emNet
3 i & L= T = i set e pitoremce. % = @
[ emComprass-Embed User Guide & Reference Manual USEI’ Gmde & Referem:e Manual [;j . L {
[} emCompress-LZMA User Guide & Reference Mantial s @ @ (% seggerconvidoc/BMATO0T smNathiml B a0 L@
Document: UM07001
[0) emCompress-ToGo User Guide & Reference Manual
[0 eyt User Guids & Reference Manal Software Version: 3.54.1

3 emDrapbax User Guide & Reference Manual Document revision: 0 ST R

[ emFile User Guide & Reference Manual

A

/SEGGER
[ AppWizard 1—H—A EEUTTLZAR= 27

D emFlost User Guide & Reference Manual Dam.‘ﬂs‘ UPII A A =T A 2 LAT AL I-Y= NTE&Y
Introduction to emNet ZA I=aFN

[} embet User Guide & Referance Manual
1, Introduction to miet
2, Running emMet on target hardware
3. Example appiications
4, Core functions

emNet
A—4H—-HAR&UIPLYAI=1F)
B> b UMO7001

DEWBOEJKIJ'JJ’JL‘V{L\A’“/ FA 2 ST L A~ — 7Tk

This chapter provides an introduction t using emiNiet, It explains the basic concepts behird emhet. &UIPLL

[ emCompress-Embed 1—H—A+ K & UIFLZAT= 17
What is emNet

[ emCompress-L2MA T—H—H+ F & I PL-LARTATI

5. Socket interface e " Y R L e
i ot is 3 CPU-tndependent TCR/IP stack. B o 1R R D R AT VIMITFIN—33>2:3.54.1
7. UDP zero-copy interface enibiet ks a high-performance library that has been optimized for speed, versatilty and srall memory footprint. T e ——— REaASRUESI>:0
8. RAW zero-copy Interfaca
. DHCP dlint Foatiiras [ embropbox 21—+~ FEUTFLLAT= TN
10, DHEP server (Add-on) [0 emile 1 A BFEVIFLLREAFIL
11, mDNS S Add emMet is wiritten in ANST € 8nd can be used on Virtually any CPUL emNet D31

DS S (At se) [ emfloat 1~ — A1 FEUTPLERT =2 P
12, DNS Server (Add-on) am
A (e S festures ot emiies [ et 1~ T3t KR T L A= ZORTH. emtiet DRAAEOEECIMUET, enbiet GEFHLILEL DT :
14, Address Collision Detection (ACD) * 'S13n8314 socket inbérface. 1. emiet CRETT
15. UPRP (Add-on) + High performance. 2. F-4y B\ FOT P ETemNat R BT T S emNet& (3

2 + Small footprint.
16, VLAM

3. PIUL—Sa

Ho conflguration required T emilet 12 CPU IC7F L 1LY TCR/IP R5w 205,
* Runs “out-of-the-boax",

18, WiIFi support .

17. Tall Tagging (Add-on)

Very simple network interface driver structure. S My M-I T=R BE. A, SLONERAED Ty IS R RELEh RS TSUTT
19 Network interface arivers + Works seamiessly with embOS in multitasking environment s
20, PHY drivers. » Zero data copy for ultra fast performance. 5 7, -
* Non-blocking versions of all functions, 8. RAWEOIE (25 -—J1 -2
21, WiF drivers
22, Configuring emiet + Conheciions el onlfy b sy evallaEulty © 9. DHCPOS A7t emMet 13 ANST C TRISETL . BELISTOU TRATAET,
: i + Doliyed AGKs 10, DHCP £ —/(— (FEA)
23. Intemet Protocol version 6 (IPv6) (Add-on) + Handiing graturtous ARP pa 1L, MONS H—/5— (P1A) ‘emet CHRED—ED:
24, SMTP ciient (Add-on) + Support for AN 12, DNS B—J— (FEAZ) BBy b A%~ T T~
25, emFTP server (Add-on) + BSD stle “keep-slhve® option, 12 e KA * BRIy b AY5-IT-Rs
26. emFTP client (Add-on) + Support for messages and warnings in debug build, :" s :
27, TFTP clleni/server * Drivers for mast common Ethemet controliers available. W FELAERRE (AD)
28, PPP/ PPPOE (Add-on) + Support for driver side (hardware) checksum computation. 15. UPnP {75 ) z
. . 16 &

22, Helmlion ko) i LR o o R ST RO~ 8= FTAR KGR
30. SNTP cient (Add-on) e » TNFFRIBBTeMHOSE 2~ LA CHELET,

o AR — I ~ =
31, PTP Ordinary Clock {Add-on) Basic concepts L ““F'V e . (T4~ TRAERATEEOF -9t
32 NTP client (Add-on) R e s SRR T g]
33, SNMP Agent (Add-on) emNet structure 20. PHYE ST & L

2L WIRE S0 .
34, Corf: dieniysctonc Uekdian) B emMet is organized In different layers, a5 shown in the following llustration. .
35, MQTT dient (Add-on) .
i %t 5 .
v At~ b
. S~MOESS)N-HHMEETT
N —_ ) = = —_ . EEETRY DU7 S
IS IOY OEERERE CHARER R OIEE
BAES

Google Chrome?ﬁﬁ 2 NP 95172 b (P e

33, SNMP IT—S Tk (FEAZ) emblet 13, 2
34, CoAP 254

FESEL Y- TR

==
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Semiconductor

RISC-V

TOSHIBA

< C m 25 embitek.co.jp/download/evalsamples/

AL o Y-EX X 4urO-F

FHBAR— RV —h SRR IZTW

Ambiq
Micro

Holtek

MICROCHIP

NXP

SILICON
LABS

Texas
Instruments

B s#En © sHat

NCEHEY > TJILZFIFATEERT .

w &

Analog
Devices

Infineon

MindMotion

RENESAS
PARTNER Allance

Lys

life. augmented

XILINX

= >3- SHOP

<& EmbITeK

DT INBSAH I O0— REJkE

I SEGGER emPower

.
V2.0 Rev.D
- emPower

MCU : Kinetis K66 (Arm Cortex-M4) / 180MHz

FHEARAR— R EHEE

BAFIR | Embedded Studio [ MEREEEFMES V> O0—F ]
BSP Ny T—JRA:

RTOS emb0S + Profiling

S - 5 emCompress-Embed, emCompress-ToGo

emModbus Master, emModbus Slave
/IP emNet BASE + Web Server, CoAP Server / Client, DHCP Server, (m)DNS/LLMNR/DNS-SD Server, FTP Client, FTP Server, MQTT

Client, NetBIOS Name Service, SMTP Client, SNMP Agent, SNTP Client, UPnP, WebSacket, emNet driver for Freescale Kinetis
K60/K70

F¥alFr emSSH Secure Shell, Secure Copy, emSSL Secure Sockets Layer, emSecure-RSA, emSecure-ECDSA
SR ke el M Crypt PRO

IoT Toolkit HTTP Client, JSON Parser

emWin BASE + AntiAliasing, Bitmap Converter, Font Converter, Memory Devices, Simulation, VNC Server, Widgets, Window
Manager, GUIDRV_FlexColor
emFile BASE + Encryption, FAT, FAT LFN, Journaling, SD/SDHC/SDXC/MMC, NAND, RAMDisk

emUSB-Device BASE + Audio, Bulk, COC, DFU, HID, MSD, MSD-CDROM, MTP, Printer Class, IP-over-USB component, VirtualMSD,
Video, Target Driver for Freescale Kinetis K60/K70 HighSpeed (EHCI)

USB-Host emUSB-Host BASE + Bulk, COC, FTDI UART, HID, MIDI, MSD, MTP, Printer Class, Freescale Kinetis FullSpeed Driver

& BSPHEiRY Y~ A—F (ZIP)

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.
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SEGGER#Y I DT 7SA 2 AEFTIL <&»EmbITeK

KASATIRX - OV YT 178U TRERIIBREREATIESHDFE A

>>0)I 7O ~ JOSAOKI7=Y > >)L7~ROw /N CPU
(ERIIRZR) (1—1) (ERIIRZR)

FFE ] EE R GREN 15y R AISE 1RFZT7 = | PR 4 PR
FIFHB]sERFRE AL 5 PR 475 PR 14 45 PR
1CPURIE 1CPUBIE 1CPUT7 —FF I F v 1CPUT7 —F5IF v
a1>/)

DA 17848 11848 17848 17848

/1]

ZEORAEETIDDORMZEHFET D, BHOMFEIO> T U ~MTHhaEFA

JO>x U eI cFERET L FRISY b I A —MEICHRE

36
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RISV N IA—-LAEULUTERERS>T)ILROV//CPUSTATZ> X & EmbITeK

FERIO> U MIEHRFHARBARCICUZS A2 X

TNk BT A FARERARE® | 00 cu | D5
g 17848

(O1—Y) 4 PR 1% 1CPU7 —FF T F v

[=>20)L>/~0O ‘J/\j’l"lZ/ZJ FFFETO> T MIHIBRENT, EHIRICRBEFENTIGE T . HREEBFRIMERORFETS
. O>x 0 bziEHT3IRE,. SmERRICRBRASATEZATY,

. CPUT—F5F v HALCPUTHNIE. BREBOCPUEE (5N IA—HEE) SHSTEETT .

T e I R N 7R
CPU T

IR I PR 1CPUY —FF D F v

BERR [CPUS Tt R (FR—CPU7—FFOF v DCPUTERDHAFER IO TV b HEEDODABIADSITFAHTIETT .. K>
A2 RICEKD. SEGGERHHERTOS/Z= RILD T 7ZEDY —RXI— RZPENT., HENTEEY ., #HItROY I I
TSv I A —-MMEICRBRSATE XTI,

RKSATLR(E, IRTHBEHRDODCELE(CHWVEIEIRRERERDEIDT. 9 UBCPUDFIREIEN 1 CPUP —FFT T F v [T/
BDDIFTIIRL, CEECRUESA D RIBRESIETUVEREVWTWET,
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RSO ARIETIR (MEIMBHOSHED) THREDHBAFE(CHIATERS M2 X

e I W

1R mAE FHRE I PR 157 )\A RELIE 17838

EBHORFEET 1 DORm (RRAE) HEMNIUETT. ARERIZSVAREERFE P RERRZEE U VW REREFE(CRE,
HEA—IFENA\DSA T XAT, ZERMAFECHEODIFERBEIRS AT XA THHAEIETY .. RERE THBIRFTDIZE (.
SATIRERE LU T, Rk CORMZHRBANNZUET.

f5) [J-Link BASE] TZ#IU. [I-Link BASE] ZR¥39 3.

e N N W
)=

F "
1B@mI7= FRHI PR 157\ RBF 17854
[TO5 05> X] OBRSERZATT. 18ESY-XORENTTETT . ARERNSVARFIERRE T, RKERMAH
RETOBAICRELERDFET. JOYIRI7IUDERR. BEHROBL(CIGU T, #ESEGGERM EHHED L. S22
ARERIERERDET,

) T1-Link>U—X] T&#FL. [I-Link BASEl [J-Link PLUS] T[J-Link PROJ %R 3.
E E E XOEAER CDVWC, BEIHEHKRSIES0N,
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Arm Cortex/RXYJ MO T PHREHSEEEZYR—b <& EmbiTeK

EHooFFE D O— ORE[CENDE THIE

SSL ESS5AT5 Y EENEST
> SSH @ 7\_|\D_9“

\ W

\ B au
/SEGGER b
www.segger.com loT Toolkit MQTT a3 USB Host

GUI
FEAS - HEE

MTP
Dropbox Client CDC
HUB

>§< Modbus

@ Em b rre K — [ Printer ] FTDI
TCP/IP MIDI
IPv4 / 1PV DHCP server DHCP client
MPU 335 ARP AutolP CCID
DN client LLVINR
DNS-SD Loopback ICMP
NetBIOS NS RAW sockets
e a1 “
e 253G FTP client SMTP client
ECo1588 SIL3
_‘} (“ jj IEC62304 class C SNMP Agent SNTP client NTP client
TN PTP OC client sesi sl
RY  RNDIS ]
RFEY—IL R

PPP/PPPOE

Arm Cortex / RX CPU
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