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ROM/RAM UY—2 UL Y — REK(CHBIES
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14775 —23> ROM/RAMUY—2X
14975 —3>

eI RE ARG
SEGGER RTOS/Middleware SEGGER RTOS/Middleware

SGGERY J hERXEU/N\wW I 7
(RAM) SGGERY J hFEAXEY/\v J7 (RAM)

SEGGER RTOS/Middleware SEGGER RTOS/Middleware

MPU 32bit MCU

High performance
Cortex-A/R and more Cortex-M / RX and more

32bit MCU 16bit MCU

Low energy RL78 / MSP430 / STM8 / AVR
Cortex-M / RX and more and more

SEGGERY J FERAXEUNY I 7:
SEGGERY J bz 7MMUBREZ[ LB DEHITERITDI—RNAXEY T —IL, I—TF7TU5—-23>, J\-RIOT7UY-X[CEDET,
Y A XZZEERRETY .

Copyright © 2023 EmbiTeK Co., Ltd. All Rights Reserved.



emCrypt : #4722 703 - H—EXTHHETEIHES1TSY ISR <& EmbITeK

SttFa1UTs THBLESNTZESSAI35Y

A—-Y¥7Fur—av

B LERES L TUILZDR—
B /N\SIEAEYTY hITU> STEMERTEE
B Y —XOEIDHTZIBYLY C & TERRUE
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M DIES - PILTUXLIRE

YiR—FULTWBES - ZILJUX A
Ny2a7IVITUXL

MD5, RIPEMD-160, SHA-1
SHA-224, SHA-256, SHA-384
SHA-512, SHA-512/224, SHA-512/256

Cipher( l&S)

AES-128, AES-192, AES-256
DES and TripleDES (3DES / TDES)
CAST, ARIA, SEED, Camellia, Twofish
Blowfish, IDEA

SM3

SHA3-224, SHA3-256, SHA3-384, SHA3-512

FIIIER

RSASSA-PSS, RSASSA-PKCS1

ECDSA (NIST prime curves and Brainpool
curves)

Ed25519, Ed448

BERZIVITUX L SVSLEY MR MAC Z)ILJU X s

KDF1-SHA-1, KDF1-SHA-224, KDF1-SHA-255, Fortuna
KDF1-SHA-384, KDF1-SHA-512,
KDF1-SHA-512/224, KDF 1-SHA-512/256,
KDF2-SHA-1, KDF2-SHA-224, KDF2-SHA-255, Hash-DRBG-SHA-512, Hash-DRBG-
KDF2-SHA-384, KDF2-SHA-512, SHA-512/224,
KDF2-SHA-512/224, KDF2-SHA-512/256, Hash-DRBG-SHA-512/256
X9.63-KDF-SHA-1, X9.63-KDF-SHA-224,
X9.63-KDF-SHA-256, X9.63-KDF-SHA-384,
X9.63-KDF-SHA-512, X9.63-KDF-
SHA-512/224, HMAC-DRBG-SHA-512/224,
X9.63-KDF-SHA-512/256 HMAC-DRBG-SHA-512/256

HKDF-MDS5, HKDF-RIPEMD-160, HKDF-SHA-1,  CTR-DRBG-TDES, CTR-DRBG-AES-128,
HKDF-SHA-224, HKDF-SHA-255, HKDF- CTR-DRBG-AES-192, CTR-DRBG-AES-256
SHA-384,

HKDF-SHA-512, HKDF-SHA-512/224,

HKDF-SHA-512/256

PBKDF2-SHA-1, PBKDF2-SHA-224,

PBKDF2-SHA-256,

PBKDF2-SHA-384, PBKDF2-SHA-512,

PBKDF2-SHA-512/224, PBKDF2-SHA-512/256

HMAC-DRBG-SHA-512,

Copyright © 2023 EmbiTeK Co., Ltd. All Rights Reserved.

Hash-DRBG-SHA-1, Hash-DRBG-SHA-224,
Hash-DRBG-SHA-256, Hash-DRBG-SHA-384,

HMAC-DRBG-SHA-1, HMAC-DRBG-SHA-224,
HMAC-DRBG-SHA-256, HMAC-DRBG-SHA-384,

CMAC-AES, CMAC-TDES, CMAC-SEED,
CMAC-ARIA,

CMAC-Camellia, CMAC-Twofish
GMAC-AES, GMAC-SEED, GMAC-ARIA,
GMAC-Camellia, GMAC-Twofish
HMAC-MD5, HMAC-RIPEMD-160, HMAC-
SHA-1,

HMAC-SHA-224, HMAC-SHA-256, HMAC-
SHA-384,

HMAC-SHA-512, HMAC-SHA-512/224,
HMAC-SHA-512/256, HMIAC-SHA3-224,
HMAC-SHA3-256, HMAC-SHA3-384,
HMAC-SHA3-512, KMAC
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AES-128, AES-192, AES-256, DES )
TripleDES (also known as 3DES or TDES) with all keying options

MD5, RIPEMD-160
SHA-1, SHA-224, SHA-256. SHA-384, SHA-512, SHA-512/224, SHA-512/256

Ciphers

>~ hash algorithms

J

Ciphers AES, XTS-AES, DES, TripleDES, ARIA, SEED, Camellia, Blowfish, Twofish, IDEA

hash algorithms MD5, RIPEMD-160, SHA-1, SHA-2 family, SHA-3 family, SM3

MAC algorithms HMAC, CMAC, GMAC, KMAC, Michael

key derivation algorithms KDF1, KDF2, HKDF, PBKDF2, X9.63 KDF

key agreement protocols DH, ECDH, X25519, X448

S~

> digital signature protocols RSASSA-PSS, RSASSA-PKCS1, DSA, ECDSA, Ed25519, Ed448

key generation algorithms RSA and DSA, probabilistic and proven primes

sZ I

random bit generators Fortuna, Hash_DRBG, HMAC_DRBG, CTR_DRBG

H> )L — RED

extendable output functions SHAKE128, SHAKE256, cSHAKE128, cSHAKE256

key encapsulation functions RSAES-OAEP, AESKW, Camellia-KW, ARIA-KW, SEED-KW, Twofish-KW
NIST prime curves P-192, P-224, P-256, P-384, P-521

Brainpool curves / twisted curves brainpoolP160r1 through brainpoolP512r1
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HALAT 3>

emCrypt IN—RDT)77r77otocL—4

=it - B Z/\— DT 777 oS L —FFR TEERNIE

iEs - E5RRBIFICPUXA—HRHDIBES/I\— RO T 7705 L —AICHIGUE RSA
INEZ21-ILZAT I ARMBUTCTWET, VI DT V7UIB(CEX T/\— RO 7740
B9 R3FBCIDERPEENTIRE(CIADE I, emCrypt, emSSL, emSSH, emSecure

CTHIFBIEET Y,
U\—ROTFFPIESL—FETNTNORBBLCRESNTVET)

I . T =P

DES in ECB and CBC modes.

. ‘o TDES in ECB and CBC modes with keying options 1, 2, and 3.
NXP Kinetis-CAU AES-128, AES-192, and AES-256 in ECB and CBC modes.
MD5, SHA-1, SHA-256, RNG
LPC18S / LPC43S HAL AES-128 in ECB and CBC modes.

Silicon Labs EFM32 CRYPTO SHA-1, RSA, DSA

DES in ECB and CBC modes.
ST STM32 CRYP TDES in ECB and CBC modes with keying options 1, 2, and 3.
AES-128, AES-192, and AES-256 in ECB and CBC modes.
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Software

Performance | Performance

2.17 MB/s
1.86 MB/s
1.62 MB/s
1.72 MB/s
1.52 MB/s
1.36 MB/s
1.61 MB/s
1.43 MB/s

1.29 MB/s

Hardware

8.20 MB/s
6.87 MB/s
6.09 MB/s
7.91 MB/s
6.56 MB/s
5.85 MB/s
6.67 MB/s
5.77 MB/s

5.08 MB/s

Speedup

x3.8

x3.7

x3.8

x4.6

x4.3

x4.3

x4.2

x4.0

x3.9

DES-ECB

DES-EDE2-ECB

DES-EDE3-ECB

DES-CBC

DES-EDE2-CBC

DES-EDE3-CBC

DES-CBC

DES-EDE2-CBC

DES-EDE3-CBC

Software
Performance

Encrypt
Encrypt
Encrypt
Encrypt
Encrypt
Decrypt
Decrypt

Decrypt

S emCrypt \— RO F7T7o0CSL—45 ROFI—

NXP Kinetis-CAU

Hardware

Performance

1.05 MB/s
0.36 MB/s
0.36 MB/s
0.90 MB/s
0.34 MB/s
0.34 MB/s
0.84 MB/s
0.33 MB/s

0.33 MB/s

IN=ROTT7F7OoCSL—5Z2FHATDICLETUIBREZ AR CH LSBT ENTEET,

Speedup

11.74 MB/s
11.74 MB/s
11.74 MB/s
11.84 MB/s
11.85 MB/s
11.85 MB/s
9.48 MB/s
9.48 MB/s

9.48 MB/s

x11.2

x32.6

x32.6

x13.1

x34.7

x34.7

x11.3

x28.7

x28.7

<& EmbITeK
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HifgeeXIR I 257 S URm

emLib
7O —<g>oBICEaEDE THATgERS > TILSA IS

SATISVEERERLUT,

[emLib] (FFEES{LEZ1—)L TAES]

[DES] 7 —~RBEHFTvIEZ1—)L [CRC]
DHEHTDO-DARXANEISATSUHBRERDFT ., BEFEDOV TV -2 3> (CHEBEERD
g51t. T—YEEUF TV IEBBECIGUTCTHOHI ZENTEFT,

[ECC]

emLib AES

emLib DES

F—AREGEFT VD

emLib CRC

emLib ECC

AES-128, AES-256517 =
D, 16/)\1 hEBXB35T—
S DIE=AL/1ESEDTzSHD
FI—>J0Ow D48

DES (56Ewv k) 514705

U, DESEgE7ZzE Lo
LT. &bs\hwef+aus~
(TDES. TripleDES) ©3%

IR ATHE

MNFCRCHEBEICHNZ T,
CRC-CCITT. CRC-16,
CRC-3273 & —fig#Y7RCRCD
b E=NZES1I35Y

EHEY FITS—0KRHE &
[EDZHD) L —F > = iz(t,

4, 8. 24. HBXUV40E W b
DIS—:TESA1ISY
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BHEEEC EDOWE DY) — X (Cortex-M3< -1 1> EEK)

| MD5 | SHA-512
0.16 KB Flash 0.3 KB 0.4 KB 0.7 KB n 0.20 KB Flash 0.7 KB 1.1 KB 1.8 KB
0.16 KB - 2.0 KB 2.0 KB 0.20 KB Flash 0.7 KB 10.3 KB 11.0 KB
0.20 KB Flash 0.1 KB 41.5 KB 41.6 KB
| RIPEMD-160

i i oo I

0.16 KB - 4.6 KB 4.6 KB 0.38 KB Flash 2.1 KB 1.3 KB 3.4 KB
0.38 KB Flash 2.1 KB 2.1 KB 4.2 KB
| SHA-1
0.38 KB Flash 2.1 KB 5.3 KB 7.4 KB
I Y M T T Y
0.38 KB RAM 2.1 KB 1.3 KB 3.4 KB
0.16 KB Flash 0.6 KB 0.6 KB
0.38 KB RAM 2.1 KB 2.1 KB 4.2 KB
1 0.16 KB - 3.6 KB 3.6 KB
0.38 KB RAM 2.1 KB 5.3 KB 7.4 KB
| SHA-256
0.17 KB Flash 0.3 KB 0.5 KB 0.8 KB

0.17 KB - - 7.7 KB 7.7 KB 12
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BHEEEC EDOWE DY) — X (Cortex-M3< -1 1> EEK)

| AES | ARIA
0.24 KB Flash “ 0.28 Flash 1.0 KB 1.9 KB 2.9 KB
0.24 KB Flash 2.0 2.7 4.7 0.28 RAM 1.0 KB 1.9 KB 2.9 KB
0.24 KB Flash 8.5 2.4 10.9
| CAST
0.24 KB Flash 1.9 12.5 14.4
0.24 KB RAM 2.0 3.2 5.2
0.24 KB RAM 2.0 2.7 4.7
0.10 RAM 8.0 KB 3.7 11.7
0.24 KB RAM 8.5 2.4 10.9
0.24 KB RAM 1.9 12.5 14.4 | Camelia
|SEED
0.27 KB Flash 1.0KB  28.8KB  29.8 KB
0.27 KB Flash 4.0KB = 20.7KB  24.7 KB
0.14 Flash
0.27 KB RAM 1.0KB = 28.8KB  29.8 KB
0.14 Flash 4.0 0.4 4.4
0.27 KB RAM 4.0KB = 20.7KB  24.7 KB
0.14 RAM 0.5 0.5 1.0
0.14 RAM 4.0 0.4 4.4

13
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BHEEEC EDOWE DY) — X (Cortex-M3< -1 1> EEK)

| Twofish
EETE T ST T T [ 2 T T e
Flash 0.6 KB n
0.2 Flash 4.6 3.1 7.7 0.2 RAM 4.6 3.1 7.7
0.2 Flash 8.5 3.2 11.7 0.2 RAM 8.5 3.2 11.7
0.2 Flash 12.5 2.8 15.3 0.2 RAM 12.5 2.8 15.3
4.2 Flash 0.6 3.4 4.0 4.2 RAM 0.6 3.4 4.0
4.2 Flash 4.6 3.1 7.7 4.2 RAM 4.6 3.1 7.7
4.2 Flash 8.5 3.2 11.7 4.2 RAM 8.5 3.2 11.7
4.2 Flash 12.5 2.8 15.3 4.2 RAM 12.5 2.8 15.3
| Blowfish
T T Ty
4.0 KB Flash 4.0 KB 0.7 KB 4.7 KB
4.0 KB RAM 4.0 KB 1.1 KB 5.1 KB

14
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BIEEE - XA A EDRERFI—
| AES benchmark | ECDSA benchmark

1 (c) 2014-2017 SEGGER Microcontroller GmbH & Co. KG Www.segger.com 1 (c) 2014-2017 SEGGER Microcontroller GmbH & Co. KG WWiW. Segger.com
2 | AES Benchmark V1.16 compiled Apr 21 2017 16:00:55 2 | ECDSA Sign and Verify Benchmark compiled Apr 21 2017 16:03:45
3
3
4 Compiler: clang 3.9.1 (tags/RELEASE 391/final) 4 | Compiler: clang 3.9.1 (tags/RELEASE_391/final)
. System: p q - 163.000 MH 5 System: Processor speed = 168.000 MHz
ys F:‘m' rocessor spee - . z 6 Config: Static heap size = 4440 bytes
6 | Config: CRYPTO_CONFIG_AES_OPTIMIZE = 15 7| Config:  CRYPTO_MPI_BITS_PER_LINB .
7 | Config:  CRYPTO_CONFIG_AES_HW_OPTIMIZE = 1 % | Config: CRYPTO_CONFIG_ECDSA_TWIN_MULTIPLY = 1
8 9
9 L et Fmmmmmmmm e e —m———m + 17 | dpoooo=cocccosos=coe Fommmmmmmma e L B B +
10 | | | ECB MB/s | CBC MB/s | 11 | | sign | sign | verify | verify |
11 | | cipher | Bits | Enc Dec | Enc Dec | 12 | | curve | ms | bytes | ms | bytes |
13 s L e R e Fommmmmmm—m Fommmmmm - +
112 L e e R e L +
14 | | secpl92ri | 49.54 | 1152 | 37.64 | 1920 |
= | AES | 128 | oelee 2.18 | Lol 1.61 | 15 | | secp224ri | 50.85 | 1296 | 48.27 | 2160 |
14 | | AES (HW) | s 8.14 7.70 | 7.52 6.72 | 16 | secp256ri | 79.07 | 1448 | 753 [ 2400 |
15 | | AES | 192 | 1.74 1.88 | 1.44 1.44 | 17 | | secp3g4rl | 129.00 | 2016 | 122.00 | 3360 |
16 | | AES (HW) | 192 | 6.83 6.52 | 6.30 5.66 | 12 | | secp521irl | 238.67 | 2664 | 218.50 | 4440 |
17 | AES | 256 | 1.53 1.64 | 1.29 1.30 | 19 | | brainpoolPigerl | 68.87 | 1008 | 66.81 | 1680 |
18 | AES (HW) B 6.05 SlEa| 5.63 S | 26 | brainpoolP166t1 | 62.88 | 1008 | 60.50 | 1630 |
o 21 | | brainpoolP192r1i | 98.67 | 1152 | 90.92 | 1920 |
19 e e LT Fo----- L e e e e +
22 | brainpoolP192t1 | 89.42 | 1152 | 80.86 | 1920 |
20 | | | | GcM MB/s | CCM MB/s | )
. . 23 | brainpoolP224r1 | 130.87 | 1296 | 122.40 | 2160 |
21 | | cipher | Bits | 0z Dec | e Dec | 24 | brainpoolP224t1 | 119.50 | 1296 | 111.20 | 2160 |
22 | --m-mmmm----e- Ho----- Fommmmmmmmemooee- Foommmmmmmemoe- + 25 | brainpoolP256r1 | 171.33 | 1440 | 162.90 | 2400 |
23 | | AES | 128 | 9.05 @.e5 | ©.83 e.83 | 26 | | brainpoolP256t1 | 158.00 | 1440 | 145.62 | 2400 |
24 | | AES (HW) | 128 | ©.85 ©.05 | 1.23 1.24 | 27 | brainpoolP32erl | 260.75 | 1728 | 242.83 | 2880 |
25 | | AES | 192 | 0.5 0.05 | 0.73 0.73 | 28 | | brainpoolP32etl | 241.00 | 1728 | 216.00 | 2880 |
26 | AES (HW) | 192 | 8.85 8.05 | 1.16 1.16 | 29 | | brainpoolP384ri | 399.00 | 2016 | 372.00 | 3360 |
30 brai 1P384t1 376.25 2016 327.75 3360
27 | | AES | 256 | 0.06  ©.06 | 9.65  ©.65 | | Ll | | | | |
31 | | brainpoolP512r1 | 754.50 | 2592 | 694.00 | 4320 |
= | AES (Hi) | 256 | Fa2)2 ©.06 | - 1.11 | 22 | | brainpoolP512t1 | 649.00 | 2592 | 613.50 | 4320 |
29 iainiaiatatet il Catintatate ataataiaiatatalait it i iaiatntatatntainiiatait i v 33 Fmmmmmmemmeem—aeaas Fmmmmmmm—aaa Fmmmmmm————a dmmmmmmm——en Fmmmmmm———aa +
30 34
31 | Benchmark complete 35 | Benchmark complete
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| Modular exponentiation benchmark

1 | (c) 2014-2017 SEGGER Microcontroller GmbH & Co. KG Wwk . Segger. com 58
2 | Modular Exponentiation Benchmark compiled Apr 21 2017 15:54:06 59 Public key, exponent length = 17 bits, all times in ms
3
= 60
4 | Compiler: clang 3.9.1 (tags/RELEASE_391/final) :L
5 System: Processor speed = 168.000 MHz o Foommmmmmmmmmmmmmoomnees S Fommmmmemeo Foomommommnees *
6 | Config: Static heap size = 39608 bytes 62 ‘ Algorithm | 512 I le24 I 2048 I
7 | Config:  CRYPTO_MPI_BITS_PER_LIMB = 32 F || Somommeeemomeoeomoasmoeea e i Joomommosasaae= e +
8 64 | | Basic, ladder | 4.38 1.8x | 9.62 1.8x | 25.77 1.9x |
o ftodulargani thmeciclRerfommance 65 | | Basic, fast | 2.23 2.0x | 4.68 2.1x | 12.14 2.1x |
f 66 | | Basic, 2b, FU ] B B3] 0 BGs| BB Ok |
12 | CRT private key, exponent length = modulus length, all times in ms &7 | Basic, 3b, Fil | 2.62 1.7x | 5.62 1.9x | 12.42 2.1 |
- 53 | | Basic, 4b, FW | 3.14 1.4x | 5.67 1.7x | 13.09 2.0x |
1 69 | | Basic, Sb, FW | 4.17 1.1x | 6.99 1.4x | 15.87 1.7x |
15 79 | | Basic, 6b, FW | 5.88 ©.7x |  9.18 1.ex | 18.70 1.4x |
L - R B e e B Fommmmmmmmm— - +
17 | | Basic, ladder |  67.87 1.8x | 287.25 1.0x | 1497.00 1.8x | 72 | | Basic, 2v, RM | 2.29 1.9 | 473 2.0x | 12.20 2.1x |
18 | | Basic, fast | 50.55 1.3x | 202.80 1.4x | 955.80 1.6x | B
19 | | Basic, 2b, FW | 47.41 1.4x | 192.50 1.5x | 923.50 1.6x | /5| | Basic, 3b, RM | 2.52 1.7x | 4.87 2.8« | 12.27 2.1x |
20 | | Basic, 3b, FW | 44.35 1.5x | 182.50 1.6x | 909.50 1.6x | 74 | | Basic, 4b, RM | 289 153 | 348 bz || B 206 |
21 | | Basic, 4b, FW | 43.33 1.6x | 176.17 1.6x | 887.00 L1.7x | 75 | Basic, 5b, RM | 3.89 1.1x | 6.66 1.4x | 14.64 1.8x |
22 | | Basic, 5b, FW | 44.13 1.5x | 174.83 1.6x | 872.00 1.7x | 76 | | Basic, 6b, RM |  5.69 @.8x |  9.02 1.1x | 18.22 1.4x |
23 | | Basic, 6b, FU |  47.41 1.4x | 178.67 1.6x | 865.00 1.7x | 7 | e I e e N
e e e e e e T e LT R E LR + =
25 | | Basic, 2b, RM |  46.73 1.5x | 189.33 1.5x | 911.e@ 1.6x | & | Cerreii, levditz | 548 5 | L8 07 | 270 D7 |
| || Eemiis, o, O | 23.87 1.5c | 186.17 1.6x | 889.58 1.7x | 79 | | Barrett, fast | 1.78 2.5x | 3.82 2.5x | 10.42 2.5x |
27 | | Basic, 4b, RM | 42.58 1.6x | 173.67 1.7x | 870.00 1.7x | 89 | | Barrett, 2b, FW | 2.15 2.6x | 4.24 2.3x | 11.82 2.3x |
28 | | Basic, 5b, RM |  42.33 1.6x | 171.00 1.7x | 856.5@ 1.7x | g1 | | Barrett, 3b, FW | 2.32 1.9x | 4.38 2.2x | 1l.ee 2.3x |
29 | | Basic, 6b, RM | 43.38 1.6x | 171.0 1.7x | 847.e@ 1.8x | 82 | | Barrett, 4b, FW | 2.87 1.5x | 5.23 1.8x | 11.95 2.2x |
el e e e e oot o e bbb e s i 22 | | Barrett, Sb, FW | 3.96 1.1x | 6.91 1.4x | 14.85 1.7x |
31 | | Barrett, ladder | 53.84 1.3x | 202.e0 1.4x | 1021.80 1.5x | o
32 | | Barrett, fast |  20.08 1.7x | 145.14 2.8x | 666.50 2.2x | 8 | | Barrett, 6b, Fl | 5.93 0.7x | 9.96 l.gx | 20.34 1.3x |
33 | | Barrett, 2b, FW | 38.73 1.8x | 139.12 2.1x | 645.50 2.3x | 85 i -
34 | | Barrett, 3b, FW | 3559 1.9x | 129.00 2.2x | 620.58 2.4x | 8 | | Barrett, 2b, RM | 1.88 2.3x | 3.89 2.5x | 1@0.50 2.5x |
35 | | Barrett, 4b, FW | 34.48 2.8x | 123.78 2.3x | 599.5¢ 2.5x | g/ | | Barrett, 3b, RM | 2.6 2.1x | 4.87 2.4x | 10.60 2.4x |
36 | | Barrett, 5b, FW | 35.1@ 1.9x | 122.56 2.3x | 587.5@ 2.5x | 33 | | Barrett, 4b, RM I 2.45 1.8x | 0 2oz [ HH 3.5k |
; | Barrett, &b, FW | 37.78 1.8x | 125.50 2.3x | 583.00 2.6x | 8 | | Barrett, Sb, RM | 318 1.4x | 5.9¢ 1.6x | 13.44 1.9x |
E B e e ——— e —— +
| Barrett, 2b, RM | 37.11 1.8x | 133.75 2.1x | 628.9@ 2.4x | % | | Barrett, &b, RM [ 4.63 @.9x | 8.38 1.2x | 17.70 1.5x |
| Barrett, 3b, RM |  34.79 2.ex | 126.58 2.3x | 606.0@ 2.5x | L I i L B Attt L it Ll
41 | | Barrett, 4b, RM | 33.73 2.8x | 121.78 2.4x | 588.58 2.5x | 92 | | Montgomery, fast | 1.41 3.1x | 3.37 2.9x | 9.98 2.6x |
42 | | Barrett, Sb, RM | =57 aGa| 0.3 202 SwE) 26z 93 | | Montgomery, 2b, FW | 2.96 2.1x | 5.12 1.9x | 15.38 1.7x |
43 | | Barrett, 6b, RM | 34.43 2.8x | 119.56 2.4x | 570.50 2.6x | a2 | | Montgomery, 3b, FW | 213 2.1x | 5.29 1.8x | 15.89 1.6x |
a4 B et trm—mm i ——— e — ——— T + -
[y o ey fem [ CE B[ EEED e | 95 | Montgomery, 4b, FW | 2.69 1.6x | 6.77 1.4x | 20.34 1.3x |
| Montgomery, 26, FW | 21.40 3.2x | 93.73 3.1x | 484.67 3.1x | % | | Mentgomery, Sb, FW | 3.61 1.2x | 9.20 1.8x | 2773 8.9 |
| Montgomery, 3b, FW | 19.35 3.5x | 84.17 3.4x | 433.08 3.5x | 97 | | Montgomery, 6b, FW | 5.41 @.8x | 13.97 @.7x | 42.13 @.6x |
| Montgomery, 4b, FW | 18.61 3.6x | 80.08 3.6x | 489.0@ 3.7x | T I Fommmmmm e Fommmm e Fommmmm e + \“ _\\
| Montgomery, Sb, Fu | 18.94 3.6x | 79.88 3.6x | 398.67 3.8x | 99 | | Montgomery, 2b, RM | 1.60 2.7x |  3.87 2.5x | 11.47 2.2x | SEGGER*:I:WII(I/\— 9};5’{
| Montgomery, 6b, FW | 2036 3.3x | 81.15 3.5x | 398.08 3.8x | 160 | | Montgomery, 3b, RM |  1.72 2.5« | 4.19 2.3x | 12.46 2.1x | .
LI .
5 TMonthmery, 2b, RM \+ 19.84 3.4x; 85.50 3.4x|F 14600 3.4x; 101 | | Montgomery, 4b, RM | 2.9 2.1x | 5.14 1.9x | 15.43 1.7x | httDS.//Wlkl.SeC]qer. COm/emCFVDt
53 | | Montgomery, 3b, RN | 18.65 3.6x | 81.08 3.5% | 419.0@ 3.6x | 162 | | Montgomery, 5b, RM | 2.58 1.7x | 6.41 1.5x | 19.48 1.3x |
54 | | Montgomery, 4b, RM | 18.14 3.7x | 78.23 3.7x | 401.33 3.7x | 103 | | Montgomery, &b, RM | 3.48 1.3x | 8.66 1.1x | 26.37 1l.ex |
55 | | Montgomery, S5b, RM |  18.87 3.8x | 76.92 3.7x | 392.67 3.8x | 155 || Socsocssccsoccococoocsssszoe N ccoooosocosoos S S S Necoccoooosoosoc +
56 | | Montgomery, &b, RM | 18.59 3.7x | 77.e8 3.7x | 387.e@ 3.9x | 185 16
ol B —— A Frrtrmmeeees A + 106 | Benchmark complete
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A AppWizard 1—H—H+ RSLTPUT 7L > RAI=a 7L

A emCrypt 1—5—H+ RELGU T 7L >RAI=a7IL

o 2 i“”‘;‘"g _e"‘cry'é‘ . B emb0S UFILSA s ARL—F1 37 SAFA I—H— A1 KSEFUIT7 LR XZa 7
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5. Hash algorithms | RS —
1 6. MAC algorithms This manual describes the interfaces made available by emCrypt to the application programmer. B emcompress-Embed 1—4 71 K& LUV T7 L2AR=a7)L
o) B OB ) [ emCompress-ToGo 1—H—HA RSLVUIFL>RAY=a 7L B2 7L ASATS]
] 8. Storage device encryption What is emCrypt?
9.

Random bit generation 1 EA emCrypt 2.36. 2023415308
emCrypt is practical cryptographic algorithm library that is designed to run on embedded systems. It is designed to be small, [+] 1. &

[
[
[
[
[
[
[
[+] 10. Key derivation . ) . oy
S S e efficient, secure, and broad enough to function as the basis of security protocols such as SSL, SSH, and IPsec. emCrypt is the [+] 2. emCrypt DB
[ o en at?"’” -~ :" (“’";‘ ) foundation of all SEGGER security products — emSSL, emSSH, emSecure-RSA, emSecure-ECDSA — and is shared betweenthe | [+] 3. emCryptdiBsk
[+] 12. Asymmetric encryption (public key, e EBA
(4] 13. Digital signatures emCrypt is ot a library of algorithms for research into cryptography, t does not target absolute performance with complex Eol) & TRAFEDNT
[+] 14. Key encapsulation algorithms requiring large working stores, nor does it offer every hashing and ciphering scheme ever devised and found throu [+] 5. J\w2aPITURL o _ L SN N _
[+] 15. Key agreement Google. It does not offer the general ability to mix algorithms and modes to construct encryption schemes that are of little pra [+] 6. MACT)LTUX L L(D?:J FITE, emCrypt (£ &> TFTVE—25> TOOSIAFMTEZA2F—T 11U
Lo Elintc curves use. Should you require this, then emCrypt is not for you. emCrypt targets what is needed for industry-standard protocols, and | (.} 7, HFES{L (WEED) DLWTHBALET,
] 18 P this with robust, cleanly-engineered code. If you absolutely require some scheme that we do not support, you can always ask _m=yr o
[+] 17. Multiprecision integers A, [+] 8 RARL—25) A ROBESE
. devote some engineering time to the problem. (4] 8. SSHLLY R emCrypt& ([BETTH?
[+] 18. Cryptographic message syntax =) = 2= v :
[+] 19. Hardware acceleration emCrypt has the capability to use hardware accelerators, if they are available, to accelerate ciphering, hashing, and public key! [+] 10. F—DER - . _ _ e o i
4] 20. Utilities cryptography. SEGGER have written support for several popular cryptographi so can immex (4] 11. EEETEEAE RS emCrypt (3, %ﬁa”&a’717&it§4735;3[ SNEERNRESPILIVAL SATSUT
[+ 20. put these to use in end applications. : SN F. THUE SSL. SSH. IPsec REDTFI VT TO RIJLOBFES UTHEET D20, NEL 3
[+] 21. Benchmarks o) 1 SRS @UTD EH, BN OTHCEHE CHBED CRETENTNET, emCrypt [, F/ATD SEGGER ZF1 U5
[+] 22. Resource use . ¢ audi [+] 13. THILES ~E (emSSL. emSSH. emSecure-RSA. emSecure-ECDSA) DEZETH D . TNSOB THESNSE
[+] 23. Bibliography arget audience [+] 14 F—0OHTIUL ER
24. Gl ey —1
i This manual is a reference for the emCrypt cryptographic library. It is not intended as a tutorial on security, nor will it help you [+] 15. BELEE emCrypt [FEESFZEDEHOTZILTUZLDSA TSUTHIL . RIBBMEER N7 EXES T 28
) : 4] 16. E A < e
[0 emDropbox User Guide & Reference Manual secgre ;zrlotocols. 'I:ere?re, Irve assumevthéth\Z?utar::hfamlléar ;N,Ith crypltograpthltc pr\:cl:levs and simply need to know how to pt [+] fr::zlx R TIT UL L TOBHND (T4 - AEBEETBEOTE. Google B TINETICER
D emFile User Guide & Reference Manual emeyptio use and, opfionaly gain an nsignt into fhe underying mplemertation fecniques. L1 17 SHERR ENERSNCIATON\Y S IBENESRF— LERIETHEOTEBDELA. PILTUXA
- [+] 18. BES{EXY T—DOEX CE-REEHFEDET, ERRNIEEALBVESEAT - LEBET 5 BOLREHR NS
0 emFloat User Guide & Reference Manual Package content [+] 19. \=ROIFFPIESL—3> Ao TNABBRSEE. emCrypt (BELTUFEEA, emCrypt ($, ERELOTO M ILICLER
[0 emNet User Guide & Reference Manual [+] 20. NFEE EOEY—TY MCLTH D, TNEEBETIU—> T2 U JEned— |
: emCrypt is provided in source code and the exact content depends upon the versions and add-ons that you purchase. The foll | o1 <~ 25 A= U TORNZF—ANES LTESBRRAR. WOTELH T DR
[ emRun User Guide & Reference Manual table shows the content of the package: (1] 2. UV—20 RSEERACEDT LSMEEL T RE,
S -ECDSA User Guide & Refe M | A ot b
O emsecure ser Gulde & Reference Hanue Files Description [+] 23. S emCrypt (€13 /\—KDT7 PoUSL—InFIREIRE. THEBALTESE. /\y 21, 2
[0 emSecure-RSA User Guide & Reference Manual B Config Configuration header files. 24. PRt B+ IS eSR(L T 2HEN' G VFET . SEGGER (&, WL\ DID—RENIRMEGAHESIL 7/ TS
N _ — — BTz THNBEIYR 7IUS—23>2THT =
M emSSH User Guide & Reference Manual K 0O emDropbox 11—t — A RELUFUT LR =27 I; HOBR— MEERLTNB D, BERIINSZTY R 7TUT—2 3> TICCERATES
N . 2 _L\b ‘L\b [ emFile 1—5—Hf RELVV TP LA =17)L
TS OY OREREEE CEAERRA B s v sssor
= = emFloat 1—H - RELUVU T 7L YR 7I FiRE
DENE AE aoZx/J~H]lAe
B emNet 1—5'—71 KSLBUIT7 LAY a T TOXZaTILE emCrypt BES{ESATSUDOUIFLYRTT. ThiEFtFaUF«(cHTsFa
Phrd O emRun T—H—H+ KSEFUT 7LV RI=2 7L —hUTILEBRNELRBO TR, B2270 ~J)L CBIDEDTESHDEEA. LD
GOOg le Chrome#E ST, FEEESLORECEELTUT, emCrypt OEAAREAN. HECHL TRELREEE
[ emSecure-ECDSA 1 —H—H- REBLUU I 7L AR =2 7L BlCOVWTIBRTILEN SR LEBELTVET,
[ emSecure-RSA 1—H—H RELUU T 7L VA= 7)L
T 1w A —_3ichize M
Kl »
10
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emCrypt - Y>> TJIL77 TV -2 3>

emCrypt=>-J S U%Z{#E> 7z [End-to-End EES{LiEIE ]

fe Loopback: lo

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODA® +t BEME @ « > n « >»>BEE oo o B
pgeta 0000000000000 ®\a-+

No. Time Source Destination Protocol Length Info
4 0.0002194.. 127.0.0. 127.0.0. TCP 82 19099 — 51732
61.1022170.. 98 51732
81.16023817.. 67 19099
10 16.435376... 92 15099
12 24.276583.. 92 51732

» Frame 4: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interfa..

00 Q0 OO0 OO0 OO0 GO OO PO OO0 0O A0 OO 08 OO0 45 060 =
00 44 15 58 40 00 40 @6 27 5a 7f 00 00 01 7f 00 D X@-@ 'Z

00 01 4a 9b ca 14 c4 30 ba dO 94 a5 e3 7d 80 18

02 OO0 fe 38 00 0O P1 @1 68 Pa e9 d2 6f 1 e9 d2

6f f1 19 cc 87 e9 61 08 b2 3c 01 43 5f ad ca cd

50 d3

® E Data: Protocol

Packets: 13 - Displayed: 5 (38.5%) : Profile: Default

https://www.segger.com/downloads/emcrypt/
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[emCrypt] ZFIHT D2 &ET.
SEGGEREEES S/ TJSU%I1—H77T
Do— 3> nmhsEEfMAEL. HMED

ERIBZRIRIT D CENTEET,

SEGGERttY > )L 7TV —< 3>
[End-to-End IBS{LiEE]

2 DDIS477> MET. End-to-
EndigS{L@E BB CaXICT D7
EERUET. OB TILIE. 300
ITREBODID— R THEBRSND. LD
KSUBES{EeNZ@EED I T 7L > X
T9,
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emCrypt - B> IV T U5 —> 3> & EmbITeK
emCrypt>1JSU%Z{FE >z [ECDHESERIIA |

segger@segger-linux: ~/SecureComm _ECDHE i . o e e
File Actions Edit View Help File Actions Edit View Help : Local types
mmunication Sample, (c 21 SEGGER Microcontroller GmbH. ; e e e e
r . - = { f - 7

// KeyBlock[@]: Client Tx Stream Cipher / Server Rx Stream Cipher
// KeyBlock[1]: Client Tx Counter/IV / Server Rx Counter/IV
19999 :] // KeyBlock[2]: Client Rx Stream Cipher / Server Tx Stream Cipher
// KeyBlock[3]: Client Rx Counter/IV / Server Tx Counter/IV

typedef struct {

us aMasterKey[MASTER_KEY_LEN];
us aKeyBlock [CRYPTO_AES128_KEY_SIZE * 4];
struct {
CRYPTO_AES_CONTEXT Context;
us* pIv;
3 Rx;
struct {
CRYPTO_AES_CONTEXT Context;
ug* pIV;
T T

} SESSION_CONTEXT;

typedef struct {

- - . . SYS_SOCKET_HANDLE  hsock;

Hello from the Client > Hello +_r-:)r|1 the Clie SESSION_CONTEXT*  pSession;
Hello from the } THREAD_INFO;

Hello from the

Hello from the erver Hello from the

R R R R R R KR R R KRR R R R R KRR R R K K
*

& Static data
«

9 3.716237449 .0.0. e 66 19699 -~ 45904 [1CK] S5eq=33 Ack=75 Win=65536 Len=0 TSval=155269308 TSecr=155269308
18 7.852202139 .0.0. .0.0. 108 45984 — 19099 [PSH, ACK] Seq=75 Ack=33 Win=65536 Len=42 TSval=155272644 TSecr=155269308

11 7.052208355 .0.0. 66 19099 -~ 45904 [ACK] Seq=33 Ack=117 Win=65536 Len=0 TSval=155272644 TSecr=155272G44
12 12.912135692 .0.0. 108 19099 — 45984 [P5H, ACK] Seq=33 Ack=117 Win=65536 Len=42 TSval=156277604 TSecr=155272G44
13 12.812155359 ] e 66 45984 —~ 19099 [ACK] Seq=117 Ack=75 Win=65536 Len=0 TSval=1552776B4 TSecr=155277604

5 JIILY—-X—- R

Frame 13: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface lo, id @

Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 0:00:00_G0:00:00 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.08.8.1

Transmission Control Protocol, Src Port: 45904, Dst Port: 19899, Seq: 117, Ack: 75, Len: @

v wvw

0o 00 00 0O OO0 0P 0O OO0 OO 00 OO OO 08 00 45 00 E
00 34 71 61 40 0P 40 6 4b 60 7 00 00 01 7T OO 4-a@-@ K

00 01 b3 50 4a 9b c6 al 16 ed 76 61 80 23 B0 10 PJ va- #
02 OO0 fe 28 00 0P 01 @1 ©8 Oa 09 41 59 24 09 41 [ AYS A
59 24 Y5

https://www.segger.com/products/security-iot/emcrypt/examples/ecdhe-key-agreement/
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5 emPower

MCU : Kinetis K66 (Arm Cortex-M4) / 180MHz
FHERA— FERAE &
BARIRES : Embedded Studio [ MRREEEFMERS > O—F ]
BSP Ny 7r—YHE:
_ emb0S + Profiling
Ef - B5 emCompress-Embed, emCompress-ToGo

emModbus Master, emModbus Slave

P emNet BASE + Web Server, CoAP Server / Client, DHCP Server, (m)DNS/LLMNR/DNS-SD Server, FTP Client, FTP Server, MQTT
Client, NetBIOS Name Service, SMTP Client, SNMP Agent, SNTP Client, UPnP, WebSocket, emNet driver for Freescale Kinetis

K60/K70

ZXalFs emSSH Secure Shell, Secure Copy, emSSL Secure Sockets Layer, emSecure-RSA, emSecure-ECDSA
BS-Y177— Eulsihagy

HTTP Client, JSON Parser

- emWin BASE + AntiAliasing, Bitmap Converter, Font Converter, Memary Devices, Simulation, VNC Server, Widgets, Window

Manager, GUIDRV_FlexColor

emFile BASE + Encryption, FAT, FAT LFN, Journaling, SD/SDHC/SDXC/MMC, NAND, RAMDisk

USB-Device emUSB-Device BASE + Audio, Bulk, COC, DFU, HID, MSD, MSD-CDROM, MTP, Printer Class, IP-over-USB component, VirtualMSD,
Video, Target Driver for Freescale Kinetis K60/K70 HighSpeed (EHCI)
USB-Host emUSB-Host BASE + Bulk, COC, FTDI UART, HID, MIDI, MSD, MTP, Printer Class, Freescale Kinetis FullSpeed Driver

& BSPEilRS Y~ O—F (ZIP)

Copyright © 2024 EmbiTeK Co., Ltd. All Rights Reserved.
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